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A bold and positive vision
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Your Future of
SROQOWUROV
EHIJLQV QRZ

-Q EXVLQHVV QRWKLQJ KDSSHQV ZLWKRXW ULV
7KH SUREOHP LV WKDW WKH ULVN ODQGVFDSH L
D FRQVWDQW VWDWH RI 5X[ PDNLQJ LW D PRYLQ
WDUJHW IRU FRQWUROV H*RUWYV &RQVHTXHQWO\
DGGUHVVLQJ ULVN LV QHYHU D RQH DQG GRQH
MRE -Q IDFW LW UHTXLUHYVY FRQVWDQW YLJLODQ(
NHHS RUJDQL]DWLRQV VDIH DV WKH\ VWULYH WR
YDOXH ([LVWLQJ FRQWUROV HQYLURQPHQWYV DU
HTXLSSHG WR UHVSRQG WR WKH DJLOH ODQGVFD
WKH\ RSHUDWH LQ WKH\ DUH ULJLG UHDFWLYH
LQH]JFLHQW 7KRXJK DEVROXWH SUHSDUHGQHVV
not necessarily possible, to attain or maintain

LOQDFWLRQ LV FHUWDLQO\ QRW D YLDEOH DOWHU

Global organizations require informed by industry trends :KLOH DOO WKLV FRQW

a bold and positive Future WKDW KDYH DVVLYV W idsButive Ln@ving it to

of Controls (FoC) vision to LGHQWLI\LQJ NH\ OHWHHBVWDR \WHBBZO UHDOP
PDNH FRQWUROV PRWRHUHBKEWIWHRQV DF KAKDAGOWRBLQJ IRU EXVL
DQG H]JFLHQW ZKLOH)R@WR.VLRQ $ OLWWOH NQRZOHGJH

DGGLQJ YDOXH D WUXH ZLQ ORQJ ZD\ WRZDUG RYHU
ZLQ VFHQDULR -Q Wundets@uddiRgdnd/applying WKH LQLWLDO KXUGOH

from Deloitte’s industry and WKHVH OHYHUV FDQ WRWHR/QWKHEMKH[W VWHS
UHJLRQDO OHDGHUVLQNWDXHWLYH WR WWHK I ORBHOALQ EXSWDFWLF
developed a strategic vision FDQ DOVR KHOS RUJDRYLEDWIFRIQWR KHOS PD

DQG URDG PDS IRU )R&HNDIWDMWVD VWUXFWXWHGE EROEGRPRKHYV UHTX
provides an opportunity to WR WKHLU )R& MRXU @R\ MY IRXEIK WR WKH Q
UHWKLQN ZKDW FRQWWRRSO® HADHODWIGLQN L QB QMWD WLRQ RI FRQWU
VKRXOG EH ERWK |RothditBsGaDd eRp@dded

WRPRUURZ 7KHVH OWR®RWY RDQM

Future of Controls | Executive summary

THREE KEY LEVERS

Reconstructing the internal
controls framework —  adopting
a data-driven approach to
ensure risk alignment and a true
integration between risk and
controls, ultimately resulting in
value creation

Designing the next generation
controls operating model

— using technology, capability,
culture, and incentives to embed
ownership and accountability
within the front line, while
integrating the second line

Establishing the controls
technology ecosystem

— deploying next-generation
technologies (e.g., automation/

DUWL4FLDO LOWHOOLJHQFH

foresight and insights from
controls, and moving away from
the existing hindsight approach
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&SKDOOHQJ
and trends
LOQSXHQFL

Controls

1RZ PRUH WKDQ HYHU RUJDQL]DWLRQV DUH RSHUDWL
XQNQRZQV 8QGHUVWDQGLQJ WKH FKDOOHQJHV DQG O
FDQ KHOS EXVLQHVVHV QDYLJDWH WKURXJK WKHVH XQ
WUDQVIRUP WKHP LQWR RSSRUWXQLWLHV IRU JURZWK
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/KH HYROYLQJ ULVN O@
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@TN A ol GEOPOLITICS
za nScre}gngly| ‘E - QVWDELOLW\ FDQ FDXVH VLJQL!/?
risk

elated 10 non-compliance operational disruption (e.g., terrorism/

with climate regulations. New ZDU :KLOH FRPSDQLHV WKHPVH!
. commitments (e.g., the Paris may not operate in these regions,
KDW IDFWRUV LQSXH Q FH WKH )XWXU H RI &RQWU ROV $IJUHHPHQW DORQJ ZLWK D UHQH Z h&interconnected web of the global

focus on climate change from supply chain—and the ability to operate
—-Q RXU UDSLGO\ WUDQVIRUPLQJ ZRUOG DFNQREIOHGIVQ JHHMY G DRAPHOW LYINAKHSG/LORHG PDQXDO consumers, make this topic LOQOWHUQDWLRQDOO\ H*HFWLYHO\
DSSURDFK WR FRQWUROV ZLWK OLPLWHG FBQGMGBGBWL{RKDVO/\L@WH(HJD@D_QDWQR QVV&@WUROV DUH unavoidable. Organizations must Supp'ychajn, human resources, talent
\L’JVF\}"NU gIDR(Sng?: FS\QVHD\S E BW LH\; HDF \LVIL_\TVT QDJQRGU'j %‘?ﬂ'—@/ﬁg QH\E/’ pr‘”@%%%?—gm\g/(Q;HEQLMWL%RDHQQQLI]Q';'N V\|I5l|<—|H HYROYL fﬂa]nage this risk by balancing the high availability, and access to markets—
DGGUHVVHG LQ LVRODWLRQ WKH\ DUH RIWHQ QAMRHUIUDARIOYIH B Y SHGRDE K WRTXLWHIDWR DIJDLQVW WKHP COStSOfcomp.hance 2l Eolelh .FDQ DeAEw Do R.UJ DQLIDWLRQV

operate sustainably. interconnected nature of the internet

increases risk to all organizations as you

COMPETITION must now defend against bad actors

Organizations can conduct business around the world.

anywhere, exposing themselves to

high levels of competitive risk. They REGULATORY

must innovate to maintain their The changing global regulatory and legal

competitive edge and modernize. landscape creates a complex operating

Controls are key to help them in that environment. Regulators are extending

journey (e.g. protecting intellectual their reach toward social and economic

property and maintaining cyber sustainability, which is increasing

K\JLHQH ZKHQ HQWHULQJ QHZ P DU N ebWpliance costs. Companies must also
LOWHUSUHW SRWHQWLDOO\ FRQE

DATA and regulations in various markets to

$V RUJDQL]DWLRQV LQFUHDVH WKHLRYRLG OHJDO GLVSXWHYV DQG 4Q
technological maturity and gather same time, organizations must not allow

additional operational data, they are increased regulation to spur new silos

exposed to potential cyberattacks with unique charters to address each

WKDW FDQ FDXVH VLIJQL4FDQW D QG &rRIgilg Mitiative.
long-term consequences from

tangible operational disruptions and SUPPLY CHAIN
UHJXODWRU\ 4QHV IRU GDWD FKhel Wse of complex supply chains across

the globe is driving new supply chain

TECHNOLOGY risk. The pandemic has demonstrated

While digital transformation presents the disruptive impact to the supply

great opportunities, it also brings FKDLQ HJ SKDUPDFHXWLFDOV
VLIQLAFDQW QHZ DQG XQIRUHVHHTREWNWRXHG RSHUDWLRQV $Q DJ
such as cyber security, increased and optimized controls framework

competition from innovative is required to manage the complex

market entrants, and potential supply chain risks and help prepare for
obsolescence of existing technology. potential disruptions.

$OVR DV RUJDQL]DWLRQV VWULYH WR

adopt the newest technologies (e.g., COVID-19

DXWRPDWLRQ $- WKHUH LV NTHelglobal pandemic continues to

shortages in the supply chain (e.g., disrupt the global economy, creating

unavailability of semiconductor chips an unpredictable future. While some

D*HFWLQJ LQGXVWULHY DQG WKHLU IDEGOLWULHY KDYH EHQH4WHG P
WR VHUYH FXVWRPHUV O0HDQ ZKL O Hfaced Kéightened risks related to supply
pace of development may lag the chain, operational disruptions, and
pace of control. 4QDQFLQJ 5LVNV DVVRFLDWHG Z
and remote-working environments will
continue to proliferate and require new
ways to monitor the ecosystem.
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From our leaders

“We can’t do digital
DXWRPDWLRQ ZLWKRXW FRQWUROV
DXWRPDWLRQ

RICARDO MARTINEZ
MARTINEZ, CONSUMER

“Governments are introducing

Q DQ HUD ZKHUH FRVWYV DUH FRQWUROV ZLWK WKHLU PLVYV

imperative, organizations cannot

D RUG WR VNLPS RQ FRQWUROV RU

RYHUVSHQG RQ FRQWUROV WKDW DUH QRW
. functioning—WKHUH LV D EDODQFH B

KRISTIN WULFF, PUBLIC SECTOR

LQWHJUDWLRQ EH!S(Z-HHQ F__R

DQG EXVLQHVV V/\’N-' 'DWHJL_HV

J\H \CALDWELL, FINANCIAL SERVICES
‘H KDYH DQ HQYLURQPHQW

W’kDW LV ULSH IRU HPEUDFLQJ \\
WKH )XWXUH RIZERQWUROV

) RZH LW WR RXU VWDNHKROGHUYV
DQG VRFLHW\ /|

i ,

7KHUHA LV.D SDUDGLJP
VKLIW LQ KRZ EXVLQH
DUH WKLQNLQJ DER
WKHLU FRQWUROV.
HQYLURQPHQ vw: KR'Z
WR IXWXUH ‘\. I Lw

RU

b i o
__.;' \ g "
N / [/
\\ ._,."

;i i_ ) "“¥

HUGO SHARP, UK S

b

“We are seeing a =
FRPPDQG FHQWHU

$GYDQFHPHQWV LQ WHFKQRORJ\
DUH IXHOLQJ DQ HQWLUHO,\ Qﬂz
EUHHG RI FRQWUROV

\(PEHGGLQJ FRB C v !
ABQWUROV PRQL $OD\HG

STUART RUBIN, USA

4 .
J « W VDERXW FKDQJLQJ WKH F
DURXQGy FRQWUROV WRZDUG C

EX V L QH R X \KR PH
BEﬁ%YEHAKLKATF; }W%?'AHA}

are becoming an as, and |
GL-HUHQW L Dl J

n’

10



Future of Controls | Challenges and trends

H\ WUHQGYV LQ5XHFLQJ R
DQG UHVKDSLQJ GAsseT

1OASSET] -1 \RX FDQ W PD
internal controls '“ " 7100 IDQO EHKL
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— your data, you
'XH WR WKH UHGXFWLRQ LQ FRVWYVY WR PDLQWDLQ D

6HYHUDO NH\ WUHQGV DUH LPSDFWLQJ WKH GIHWB ®R'SPEQW RI| Lwaﬁﬁgﬁ%ﬁbﬁwﬁ QEgLFSZVHBWQWiﬁQ@mgweed
DVVHW WKH HUD Rl WKH FRQVXPHU GLJLWLDHWW DIYGRUPDWLRQRQWYSRQRYEQ HDEWOVPHDQV WK
ULVN EDVHG UHJXODWLRQV 7DNHQ VHSDUDMSHH®R W FK UHSUHVH@QV\&V@;QQAI%%%&Q%@M{% %DHVXBLQV\%GWma%ThtO

T OL W\ PRU
DORQJ WKH )XWXUH RI &RQWUROV MRXUQH\ RRUHVIKMHSRUWDQWO\UrZK @ WP &G bw D WKD@@ AZ%?RH?WLHVZ KLF
FDQ KHOS RUJDQL]DWLRQV UHDFK WKHLU IXWXUH FRQWUROV GHVRNH)DAWRYRY G EXVLQHVV GHFLVLRQV 7KH EHQH4WJ V@Y D Q G
V
RV W

DUH FOHDU 'DWD FDQ KHOS SUHGLIEW[JL @
RFFXU DQG LPSOHPHQW FRQWUROV UHGXFLQJ WKH

RI SRWHQWLDO QRQ FRPSOLDQFH QH|D WFX HSQDRQ L Q \4
IRFXVHG RQ YHORFLW\ YDULHW\ D R z

FRPSDQLHV WR PRQLWRU WKHLU FRQWUROV LQ UHDO WLPH

4XDOLW\ GDWD FDQ DOVR DOORZ FRQWUROV WR GULYH

EXVLQHVV LQVLIKWYV VXFK DV LGHQWLI\LQJ H]JFLHQFLHYV

"'“-‘ LQ ZRUNSRZ URXWLQJ 7KRVH FRPSDQLHV WKDW IDLO WR
;'.2 % LPSURYH WKHLU GDWD PDQDJHPHQW ULVN IDOOLQJ EHKLQG

ATAL'.I r"’ﬁ rﬁ\ WKHLU FRPSHWLWRUYV

{ 18agaeT| THEERACF THE
CONSUMER \\

FUTURE(TT|
- Oﬁ@@NTTROLS
XOxsipieImaL ="

o} o

&RQVXPHUV DUH WSEEOLES

QHZ UHJXODWRULVWRULWOK\ I_F|XVWRPHUV KDYH
AWK OLQH RI G BFMIQ &y boc Losxw wr

1 RISK 2] *RLQJ IRUZDUG FRQVXPHUV ZLOO |
WSFORMION BASED and are demandlng H[SHFW RUJDQLIDWLRQV WR DQWL]
g g / i i WR FUHDWH QHZ OHYHOV RI FRQYH
~RESPONSIBLE f___" /i WHFKQRORJ\ HJ $- &RQVXPHUV
\ BUSINESS Lm organlzatlons to FKRLFH VR FRPSDQLHV VKRXOG H[
\_ > mana e ”SkS more VKRS HOVHZKHUH LI WKHLU QHHGV
O g &RQWUROV VKRXOG EH YLHZHG DV

T——

WR LPSURYH WKH FRQVXPHU MRXU
KROLVWLEDOO\ grzcHPDQG KLIKHU VWDQGDUGY |
D IRFXV RQ VRFLDO FRQVFLRXVQH\

FRQVXPHUY DUH UHVKDSLQJ KRZ R
EHKDYH DQG UXQ WKHLU EXVLQHV\

12 13
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OrxipienmaL P u

TRANSFORMATION “Organizations are
WLUHG RI RQO\ K BASED
Companies are rapidly adopting emerging

WHFKQRORJLHVY WR HQKDQFH FXVWRFaIlel[HHiﬁLSléES after WL;ONS

DQG FDSWXUH PDUNHW VKDUH EXW

VHHQ WKH VDPH SDFH RI DGRSWLRQZVWE%CSF%&WKDYH RFFXL

FRQWUROV SURJUDPV :KLOH WKHUH UHPDLQV 5HIJXODWRUV DUH PLJUDWLQJ WR D
VLIQLAFDQW LQYHVWPHQW GXH WR WKMH KLHO\)PXQWCX UH R DSSURDFK WR UHJXODWLRQ 7KLV ¢
nature of most programs, in part due to limited RUJDQL]DWLRQV ZLWK DQ RSSRUW)>

HeHFWLYHQHVV RI UHSRUWLQJ IURP O&MW‘W&\QV =D Q K H HY: WKH FRVWV RI FRPSOLDQFH
FRPSDQLHY DUH QRW FXUUHQWO\ VHH dSUL;tuf\jﬂvrftflé)swik;zsegsgesnbag%m .
*RLQJ IRUZDUG FRPSDQLHV VKRXOG m/éﬁﬂ -

WHFKQRORJ\ DV DQ HQDEOHU WR EH LISSUES before FRQWUROV HQYLURQPHQW WR PDQI

HeHFWLYH DQG LPSDFWIXO LQ ULVN WUDW RQ ‘DWD FDQ KHOS HQVXUH UHDO WLPI
R

FRQWUROV 'XULQJ WKH WUDQVIRUPD SN uciﬁQ\ElG—- XU PRYL Q@QLWRULQJ DQG WHFKQRORJ\ FD gy
R

organizations can implement digital assets WHQWLDO LQGLFDWRUV RI QRQ K
WKDW JR EH\RQG VLQJXODU SXUSRVH |FWRJFOV I&%PQ G V L J KW VS/YEig EHIRUH WKH\ RFFXU &RQVLVY
WKH RXWVHW WR PD[LPL]H WKHLU DSSOLF RQ RPSOLDQFH ZLOO EH OHVV H[SHQ\
HeHFWLYHQHVV DFURVV WKH OLQHYV RMRI“CH'M&&%W RUJDQL]DWLRQV WKDQ UHVSRQGLQ
IXWXUH ZH ZLOO KDYH WKH DELOLW\ [ V LQVWDQFHV RI QRQ FRPSOLDQFH
VXSSRUWHG E\ $— HQKDQFHG WHFKQRORJ\ WR LPSURYH

WKH ZD\ ZH PRQLWRU WKH FRQWUROV HQYLURQPHQW

DQG IRFXV H*RUWV LQ QRQ FRPSOLDQFH DUHDV
PRYLQJ IURP KLQGVLIJKW WR IRUHVLJKW

“Regulators are clear
RESPONSIBLE

WKDW UHOLDQFFk g%
7KHUH LV DQ H Y /BUSINGSS FRQWUROV 7L oYl

J U RZLQJ H [S H F\NIQHWUIH RFQWHG ZD\V WRGD\ WR WHVV\ZIJJL\/\/K DQ H [S H F\ﬁ /
on organizations to 6XVWDLQDELOLW\ LV vLHzHG bV b FresHwMIKHD W D U R E XV VWl %
SR WKH ULIKW SRES S i B 7 UN 7L

and Controls Can be &RPSDQLHV WKDW LIJQRUH WKLV LPSHUDWM@/@Q@” elements

QRW VXUYLYH -Q WKH QHDU IXWXUH RUJ
z E XLUHG WR UHSRUW RQ HQYLURQPHOQW
WKH SHUIHFW ZV@XDO CEJRYHUQDQFH (6* IDFWRUYV Gre@i;ﬂﬁtory
be,gpverned by lation and disclosure
GHPR QVW UDWHu XKJEP%WV &RPSDQLHV PXVW UHIRFXV-wWH2uS O | D Q FH
SULRULWLHV DZD\ IURP WUDGLWLRQDO 4QDQFLDO ULVNV WR D
QHZ HQYLURQPHQW ZKHUH FRQWUROV VXEVWDQWLDWH D

FRPSDQ\ V FRPPLWPHQW WR VXVWDLQDELOLW\

14 15
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Creating a
bold and
positive vision

&RQWUROV FDQ EH FKDODOH@BI UGV LRUHQW DQG VXSSR
RUJDQL]DWLRQV WKDW V\UBKXH OGN DWRHIGHAWLIJLWDO WUQ
HYHQ WKH EDVLFV ULJKW-@LPXO® DIPKIRXKDOV KHOSHG
RWKHUV DUH PDNLQJ VLJQilizé BuoghatoViddpdraing\and
WR GHYHORS PRUH H*HFWIRMHLWRGLQJ WKHLU FRQWUR
HIFLHQW FRQWUROV DQG DGG YDOXH WR
WKHLU FRPSDQLHV 7KHUBRD UMW AHWUPH WKDW RUJDQ
trends and individual cases of develop a clear Future of Controls
FUHDWLYLW\ DQG LQQRYDWV RRQWKB W CKMHIDIH XWKH P\UL
to imagine a bold and positive future FKDOOHQJHV DQG EXLOG RQ
IRULQWHUQDO FRQWUROSRVLWLYH WUHQGY $ FOHDU
LV DOLIJQHG WR WKH ZLGHU H
7KH UROH WKDW WKH ULWIWL@GVHRQWQRR @OLQNV WR WK
FRPPXQLW\ KDV SOD\HG &EXYVL@QHWKIBXUSRVH DQG JRD
SDQGHPLF JLYHV XV FRQ 4$5ikt Qrgatizatidns in embedding
WKDW EROG IXWXUH $ UR BiUgtWorltrdls/évvibb@nént, and
FRQWUROV HQYLURQPHQWH®»S WKOBMEULYH LQ WKLV
organizations become more agile FRPSOH[ EXVLQHVYVY HQYLURQ

16 17
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% XLOGLQJ \RXU YLVLROQ

YJLIXUH

&UHDWH D SRVLWLYH PLQGVHW DQG YDOXH WR KH
EXVLQHVY DFKLHYH LWV SXUSRVH ZLWK WUXVW D
integrity for a sustainable and resilient future

(PEHG D ULVN GULYHQ WHFKQRORJ\
fueled controls environment across
WKH WKUHH OLQHV RI GHIHQVH

%XLOG D ULVN EDVHG FRQWURO
OD[LPL]H WKH XVH RI WHFKQROR
(PEHG WKH FRQWUROV IUDPHZR
(VWDEOLVK DQ LQWHJUDWHG VP
UHSRUWLQJ IUDPHZRUN

- QWURGXFH D SRVLWLYH FRQWU

THFKQRORJ\
Data

Culture

Capabilities

%XLOGLQJ \RXU YLVLRQ VSHOOV RXWUVNKRI YRYOMLRR& PLVVLRQ

PLVVLRQ WKDW ZH GHYHORSHG RYHU WLPH LQ FROQWAOWRYHBY ZLWK

Future of Controls | The Future of Controls vision

&RQWUROV FUHDWH D SRVLWLYH PLQGVHW DQG EXLOG FI
RUJDQL]DWLRQV VXFFHHG &RQWUROV KHOS JXLGH WKH E>
VWDWHG PLVVLRQ DQG FUHDWH YDOXH IRU WKH EXVLQHVYV
VRFLHW\ 7KH NH\ LV HPEHGGLQJ D ULVN GOVYYHQ WHFKQRC

HQYLURQPHQW WKURXJK WKH LQWHUFRQQHFWHG WKUHH

‘H VHH 4YH NH\ JRDOV WKDW RUJDQL]DWLRQV VKRXOG FRQ
WR GH4QH WKHLU )XWXUH Rl &RQWUROV YLVLRQ EXLOG D
IUDPHZRUN WKDW LV GULYHQ E\ GDWD PD[LPL]H WKH XVH

RSHUDWLQJ DQG PRQLWRULQJ FRQWUROV HPEHG WKH FRQV
4UVW OLQH GD\ WR GD\ EXVLQHVV HVWDEGQINK DQ LQWHJU
IUDPHZRUN DQG LQWURGXFH D SRVLWLYH FRQWUROV FX(

EXVLQHVV WR DFKLHYH LWV JRDOV

7TKHUH LV UHDO ZRUN WR EH GRQH RQ WKH )XWXUH RI &RQW
E\ WHFKQRORJ\ GDWD FXOWXUH DQG FDBIDELOLWLHV (YH
WKHUH LV PRUH WR GR -W LV LPSRUWDQW IRU FRPSDQLHYV
RQ OHDGLQJ SUDFWLFH H[DPSOHYV DQG NH\ LQGXVWU\ WUH(
ZLWK WKHLU )XWXUH RI &RQWUROV MRXUQH\ 7KLV ZD\ WK
ZLWK FRQ4GHQFH WKDW ZLWK D EROG YLVLRQ DQG WKH UL.

SODFH WKH\ FDQ UHLPDJLQH WKHLU )XWXUH RI &RQWUR

19
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5HLPDJLQLQJ WK
Future of Controls

7KHUH DUH WKUHH NH\ OHYHUV WKDW KHOS GULYH WKH LQW
DFKLHYH WKH )R& YLVLRQ 7KHVH OHYHUV DUH LQWHUUHOD
JRDOV RXWOLQHG RQ WKH SUHYLRXV SDJH :H H[SORUH WKH
DQG SURYLGH H[DPSOHV IURP JOREDO RUJDQHIDGNWLRQV WKD
DQG VXFFHVVIXO EXVLQHVV HQJDJHPHQWYV WKDW KHOS DFK

S5HFRQVWUXFWL@J
internal controls
IUDPHZRUN

'"HVLIQLQJ WKH QHJ
generation controls
operating model

suTuRer 11 1|

OF CONTROLS

(VWDEOLVKLQJ WKH FRQWUROV
WHFKQRORJ\ HFRV\VWHP

20
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SHFRQVWUXFWLQJ WKH
FROWUROV IUDPHZRUN

'LWK LQFUHDVLQJ EXVLQHVV FRPSOH[LW)\ D QX JDNIXFOPW R U\ UHTXLUHP
IDFH D FKDQJLQJ ULYN HQYLURGPHQW 7KH L@WBWQDO FRQWUROV IUD
7KLY UHTXLUHKV PRUH WKDQ MXVW VWDQGDOULGLQPUQWKEHQFKPDUNLQJ
FRQWUROV IUDPHZRUN 7KLV LV DOVR DERXW EPHDRGULIYJI D WUXH GDWD GULY
WKXLCW PLWLIDWHY NQRZQ ULVNV DQWLFLSBWPWHWDII®DSSULVHY WKH RUJDQ

Q

ULVNV GHOLYHUV YDOXH DQG GULYHV IRFXWM RQIDIQDYWYOWLRQV VKRXO
UHTXLUHG WR UHFRQVWUXFW WKH LOQWHUQDO FRQWUROV IUDPHZRUN

$ GDWD 5RZ EDVHG FROQRWRBY DQDO\WLFDO WRRDS/SWW LKW F KSLLWOHHG GIHW L J QL ¢

framework HPHUJLQJ ULVNYV
6LQFH WKH LQWURGXFWLRQ RI 62;

D VLIQL4FDQW H R U WAKobuét hBriddting system based
into designing a robust controls
IUDPHZRUN 5HFHQWO\
KDYH IRFXVHG RQ KRZ WRREWHFLML.PQ®DNLQJ W
UDWLRQDOL]H LW +RZHY WKHWKHRZIWK - RBUMQGD DQ
are often built on assumptions, RUJDQL]DWLRQV UHVSRQ
LOQ5XHQFHG E\ D IHZ NH\ IFK®IQWUHGXDOV
GH4QLQJ WKH SURFHVVY &RQWUROV
UHSUHVHQW WKH KDSS\ Sia#ing LakskKaRIX W
D UHDO YLHZ RI WKH H[FHSWLRIQV DQG
SURFHVY GHYLDWLRQV WgXWLRINMWH/MHY RIWHQ GRQ
UHSUHVHQW WKH ELJJHVW KHH WNDWO XH WKDW FRQW

7KH FRQWUROV IUDPHZR

'LWK EHWWHU DFFHVV W Rnitg&enigk, but controls also
RUJDQL]DWLRQV VKRXOG HoHKYIH@RS DX G DAV 'V SHU
GULYHQ YLHZ WKDW LV |UDHHGRIUVOQWDXQLGNIORQRT WKH
ELDV RU DVVXPSWLRQV UKVMWERG RSSRUWXQL
RXWORRN FDQ SURYLGH HKRZXWXH\LQVHIRMWNHO\ WH
EDVHG RQ WKH HQWLUH SWRISX) DWGRWKHLU DOLJQF
RI HQG WR HQG WUDQVDFRWIHRUIDVO O JURZWK VWUD
associated exceptions, alterations, build an optimized set of controls to
DQG ZRUNDURXQGV 7KLVUHRSR® @ RWR WKHVH FKD
RQO\ KHOS LGHQWLI\ ULVNV EXW LW FRXOG
also prioritize risks based on actual -QWHJUDWLQJ ULVNV DQ
WUDQVDFWLRQV -Q DGGibtwph BRF WK % UFHD\QH QMO S
FRXOG LQIRUP WKH I XWX XI® GHVILV\QN DB RGEG DVVH

'"HFLGLQJ ZKLFK SURFHVV H
DUH FULWLFDO YV ZKHUH E
FDQ DFFHSW ULVNV EDVHG

RQ WKLV IUDPHZRUN FDQRSBRMUWKQLWLHY FDQ KHOS
RRHDQLPODWARSHMUIRUPDQEFH

LOVLIKWYV

@ A global consumer
SURGXFWY FRPSDQ\
WR UHIUHVK LWV PDNH
FRQWUROV IUDPHZRUN
setup considered controls across

WKH SURGXFWLRQ LQYH
GHOLYHU\ SURFHVVHV W
WKH LOKRXVH LQIUDVWU
DQDO\VLV RI WKH SHUIR
UHYHDOHG VLIQL4FDQW
RI WUDQVDFWLRQV WKUH
SDUW\ OHG WXUQNH\ DQ
DUUDQJHPHQWYVY 7KH H[
IUDPHZRUN GLGQ W FRQ
FKDQJHV LQ EXVLQHVV P
WKH VLIQL4FDQW ULVNYV
ZLWK WKH WKLUG SDUW\
Rl WUDQVDFWLRQV $ GD
DSSURDFK DOORZHG WK
WR XQGHUVWDQG WKH W
DFWLYLWLHY DQG WKH D

RU UD
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Ayiobal tobacco
@ RUJDQL]DWLRQ ZDQ performance improvement

develop and optimize
D "FRESUHKHQVLYH FRQ
IUDFHZXUN DFURVV WK
SURFHVY $ORQJ ZLWK G
SURFHVV IUDPHZRUN Z
UH5HFWLRQ RI UHJXODU
MEY GHYLDWLRQV DQG {
DFWLYLWLHYVY WKH WHD
JLVMN ¢CRPDLQV DVVRFLD
SURFHVVHV LQFOXGLQ
4QDQFLDO UHSRUWLQJ
HWKLFV DQG FRPSOLDQH
VXVWDLQDELOLW\ 7KH
ZHUH FODVVL4HG XQGH
EXFNHWY 4QDQFLDO D(
reporting, operational, compliance
LQWHUQDO DQG FRPSO
$ FHQWUDOL]HG WHDP Z
ZLWK VSHFLDOLVW UHS
IURP HDFK RI WKH ULVN
WR ZRUN ZLWK WKLV UL
GHYHORS D FRPSUHKHQ
ODQGVFDSH 5LVNV ZHU
ZLWK DQ LQWHJUDWHG
LPSRUWDQW WR WKH EX
DOORZHG WKHP WR GHV
required controls and optimize
WKHLU ULVN PDQDJHPHA(

7 K H U H L V (V] HZRUN 7KH ULJKW FERPHYDBADIMVHG RQ KLVWRULF ULVBV ZARQMHUROWK HYROYLQWWAIG@ckERtiD O DQG DQG JRYHUQDQFH (6* UHSHE
RQ ULVN DSSHWLWHYVY DQG RSSRUHOQXXIUMLWKH\ DUH FRPSO\ ZdnW\c8migi&de i rmation
PDNLQJ DQG SURYLGH QHZ RSHUDWLRQDO
OH IDVWWKRXIOFEL GIRQYH WKH NH\ SULQFLSIDHUL ®EB&DQJH DQG VXFFHHG LQRWKGBHFLVLRQ PDNDRGDRRE2WUROV PHWULFV D
pressure tO LQVLIKWY SUHYLRXVO\ KR&HBUHIWHEN 7KH\ FDQ SURYLGH W
Balancing between rules and
principles SHUIRUPDQFH 7KHVH DUH IRFXV

de55anoptima|controls FRQWUROV IUDPHZRUN JRYHUQHGLBNK QHZ DQG FKDQJLQJ W EnhiXoB Bramewoek drives WKH QHZ HQYLURQPHQWDO
RI PDQXDO GLJLWDO DQGUWHPHQERBEAMEXVW QRZ EH FRPSWDMWOB PDQDJHPHQW ULVNV %XVLQHVVHYV requirements demand a more
RIQ R Q KHOS E X \¢fla@oibividtiah & btoat irchles FRQWLQXRXVO\ QHHG WR R L MeR/E coMi&H V H FRPSUHKHQVLYH YLHZ RI W}
S X V K W R G UNE.PV VN P DQDJH Ripaoned bp dethiled rules based VSHFL4F UXOH EDVHG FRQEUAER OWWRVXUHY WKDWIDEERQUPWH-GH DUUD\ RI VW
driven controls enable faster decision
Value Out Of SULYDF\ UHJXODWLRQV 7KLV ZLY G SRRYGISEH DFURVKLWIKIROLVWLF DSSURDFK |
LQVLJKWV SUHYLRXVO\ KAGIGH® XQDWHO\ WKHUH LV QR RQKHW.$HHG DJLOLW\ DQG G\QRRUWRHWEPMWRQ IURUWKHLIDWLRQV WR UHPRY!
H Y H U \W K |_ é 6gRQLWRU:LWJ/ DBO/ODVROXYH@R Q 7KH ULVN Gib@ganizatdsheeds to manage board to all lines of defense) |RU PDLQWDLQLQJ VWDQG D
NLQJ DQG SURYLGH QHZWRBGEDWEIR @D ZKLFK RUJDQL]DVIDRIQIWHW VWDNHKROGHU U H sssorigted@yponential maintenance
FRVWY WKHUHE\ HQDEOLQJ
WUDGLWLRQDO PRQLWRUS®LELOLW\ DQG EUHDGWK RI DS
UHTXLUHG E\ WKH 4UVW OLQH W
galn return On emerging risks and maximize
. . Our modern and increasingly digital REMHFWLYHV RU RXWFRPHV DQG
|nvestment N PDUNHWY DUH FRQWLQXRWYKB\TKDROOWIWLYH DVSHFWV U
Organizations must quickly adapt to PDQDJH WKH ULVN ODQGVFDSH

operating margin, and

Fuel for innovation

FR WU RO\;DQDJH WKLV FKDQJH EXW DOVR QHHG WR

Q RPSO\ ZLWK QXPHURXV UKHHXPDPMLIRWAKLQJ SULQFLSOH E
7KH HQWLUH RUJDQL]DW LHR@QWPLDWWORISHODFMR-QWUROV IRU
ZLWK DJLOLW\ WR E D O D Qdatd nuthhagéméenbate®ften
RSSRUWXQLWLHV WR VW DAXBISIOBI® HRQ WHKE E\ VSHFL4F UXO
JDPH 8QGHU WKHVH FLUPRMDRPHWPEHGGHG ZLWKLQ

SURFHVVHV 7KH\ PXVW EH PRQL

continuously to ensure compliance

responsible governance

Sustainability and
stability

an organization can’t maintain a

static set of controls or a detailed /
stable, and sustainable

HQG WR HQG SURF
maximize revenue and
SUR4WDELOLW\

As businesses build and maintain

assessment and management

of risks, uncertainties, and
RSSRUWXQLWLHY DUH N
IUDPHZRUN PXVW VWUHQ
LOQQRYDWLRQ IDFLOLWD
PLQGVHW HQDEOH ULVN
maximize a company’s value to its

A multifaceted holistic view of
Value creation controls
%XVLQHVV PRGHOV DUH FKDK) EDQUILQBESNVGIQG UHJX

in competition fueled by mergers and increasingly complex, and
DFTXLVLWLRQV D UDVK RR QDD HOWULBQWWHHG D
(disruptors), digital interaction, and set of controls to manage and

D VKLIW WR K\EULG ZRUNPH@MUDODRGHPHOQWWW DFURYV
$V EXVLQHVVHYVY DGDSW WRRWHKMHCGQFHZRFHVY -—-W LV
market and evolving expectations, LQH*HFWLYH DQG H[SHQ
entire value creation models are D VLORHG YLHZ ZLWK D
FKDQJLQJ DV ZHOO $ VRXR®WUROWQWDPHZRUN E
FRQWUROV IUDPHZRUN L \domaiQ, G EpRgis@nManguage and
WR PDNLQJ WKHVH EXVLQWBWRPREHODQG GLHUHQ
ZRUN DQG FDQ KHOS JHOQPQBWH VEOXPHQW UHJLP
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-W IRVWHUYV LQQRYD

&RQWUROV KHOS EXLOG UREXVW

WKHLU YDOXH FUHDWLRQ

VKDUHKROGHUYVY QRZ DQ(

I[URP % % WR % & FRXSOHODQGWRKIBMKRIITWKH I XWX

Economic value drivers WR UHDOORFDWH WKH FRVW

@ -W HQDEOHV EXVLOHKMVMIHKROGHU YDOXH 5LVN
can be managed by an integrated

WKURXJK HFRQRPLEXIFOWHRQ ZLWK FOHDU OLQ
GULYHUV DVVHW HIJFLW®BQG VWUDWHJI\ ZKLOH
D FOHDU OLQH RI VLIJKW WR
UHYHQXH JURZWK ULVNV $ VLQJOH FRQVLVW
WR 4QDQFLDO RSHUDWLRQ]
RPS%%%W'H ULVNV FRXSOF
% FROQWUROV IU

FRXOG KHOS XQORFN YDOXH}

organizations proactively manage
DQG PRQLWRU ULVNV

A g.cbal telecom company

@ UHYLHZHG LWV HQG

VRXUFH WR SD\ SURFHV
GH4QHG WKH FULWLFDO
FULWLFDO VXE SURFHV
DVFHUWDLQHG WKH YH(
GDWD VXE SURFHVV ZD
WKH JHUR WROHUDQFH
FR UHODWHG WKH ULVN
FULWLFDOLW\ RI WKH U
OLNHOLKRRG DVVRFLD
master data management —
DGGLWLRQV FKDQJHV
RI WKH YHQGRU PDVWH
RQ WKH FULWLFDOLW\
designed an automated and

preventive control (to ensure

WKDW DOO DGGLWLRQV
vendor master data are complete
DQG DFFXUDWH -W DO
FRQWURO WR HQVXUH W
PDVWHU GDWD LV YDOLGQ
accuracy and completeness

elements are validated
DSSURSULDWHO\ 7KH U
DSSURDFK DOVR DOORZ

GHVLJQ WKH FRQWUROV
EDVHG RQ WKH FULWLFQ
WKH PDVWHU GDWD NH)
DQG FULWLFDO PDVWHU

23
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'"HVLIQLQJ WKH QH[W J
controls operating model

Future of Controls Operating Model Framework

JLIXUH )XWXUH RI &RQWUROV 2SHUDWLQJ QORGIHES )DQB8HEZRHN VKR
related WKDW ZLOO VKDSH WKH QH[W JHQHUDWLRQ RRIQMUUR OV R
WKHVH VHYHQ DVSHFWV GHPRQVWUDWH KRZ FROOHWWRIONPGHOLYHU

Shared ambition

(PEHG FRQWUROV LQ WKH IURQW
OLQH WR FUHDWH YDOXH HQKDQFH
DQG SURWHFW WKH EXVLQHVYV

First lihe
Quwérship and

accountability

2ZQ DQG PDQDJH
WKH ULVN LQ D ¥ 7 =
dynamic business Y e TN
HQYLURQPHQW ZLWK FOHRUL " * orincCipleg -

Integrated

second line

Reduce siloes to take a
VWUXFWXUHG DSSURDH
ULVN DQG FRQWUROV
VLQJOH YHUVLRQ RI WK

suTURe 1T || '-.'."'..

. [+ 7.7 OPGONTROLS - . . -
lv__b ArE

. &aplers

$ GDWD GULYHQ DS
ZLWK PD[LPL]HG XV

of digital platforms for
Z controls operations

and monitoring

5HZDUGV DQG
recognitions aligned

ZLWK WKH FRQWUROY s
vision ! !

Positive controls culture to
support a robust controls
environment

Optimal roles and
responsibilites, capability
focused
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7KH FRPSOH[ XQFHUWDLQ DQG HYROYLQJ ULV N BYQOBOEODWL RN W IO @ B § AU
WR WKULYH DQG SURVSHU 2UJDQL]DWLRQV QHHG WE&HUDLYDQ 1 PHR G/HKGI DIGIG SAUK
ZLOO KHOS FKDQJH PLQGVHWY GHYHORS FANSWE LFKOALBWIDHAH [REG BIMW H O Bl GEX WIP]
SDUW RI WKH RUJDQL]DWLRQ V '1$

$ VKDUHG DPELWLRQ DQG DFFHVV WR XQL4HG GD WD R F&HRINQ Z M VALIYH X ¥ X HVQ
FRQWUROV DUH H*HFWLYHO\ HPEHGGHG LQ WK H WRW IDQQ ] D Y& REX VLIQHAF Dl G QKA
H{SORLW LQVLIKWY DQG XQORFN YDOXH 7KH 4UVOMDUQH 8 HGVWIXYVGLPAVRZ®
DIFFRXQWDELZLW\ IRU WKH ULVNV DQG FRQWUROV WKH\ DUH PDQDJLQJ

7KUHH NH\ SULQFLSOHV G U Livdnayemént of operational risk vision
RSHUDWLQJ PRGHO WR WKH 4UVW OLQH * SHGH4QH FRPSDQ\ FXOW

« %ULGJH WKH LQWHUDFWL%%NﬁDéLkFF_QVVK OLQH VXFF
WKH VHFRQG OLQH RI GHIFOWARLIDWLRQ ZLGH PR

« '"H4QH DFFRXQWDELOLWLHV WR
7KH 4UVW OLQH UXQV Wnstie clarity around controls
GD\ WR GD\ EXVLQHVV DFWLVYHVERQVRBGOLW\ KRV (cLARGD\ ZH KDYH PXOWL
FRQWUROV DQG FRPSOLDQFH WEBYD WXR® RSHUDWHY DOE BREUH-QH IXQFWLF
EH HPEHGGHG LQ WKH E XV L Q¥NVaccountability lies RSHUDWLQJ LQ VLORV WKD
_QFUHDVLQJ UHJXODWRU\ UBRRXYVHPH QWWNYV WKDW PBWWMHRW DRG LQWHJIUL
RYHU WKH \HDUV FUHDWHG CHQNRKRE® ULVN EDVHRBYSRRBER[SRVHV WKH RU
OLQH WR EXLOG KHOS LPSOMRBEWWDQEQ QQ D SPHPBIGFsas aspstruggle to
VRFH FDVHV RSHUDWH FROWLEOVXIR 2LWQKHDORQJ WKW WX BHQJOH YHUVLRQ
RUJDQL]DWLRQV LPPHGLDWM EH@IMMWH IROORZHU UGLQJ WKH FRQWUROYV
7KH WKLUG OLQH FRQVWLWXWHV LQWHUQDO DQG HISRVHV WKH RUJDQL]DWLR
H[WHUQDO DXGLW ZKR D U HVi8RIQWHIEO H ULVN PDQDJHPHQW LVVXHV
IRU DVVHVVLQJ WKH TXD¢( \ REKMWWKBWLUH EXVLQI—H/H/VIXIQ%!:JQ%{JLJQL‘lFDQW FR
control environment and its ability to DOO WKUHH OLQHV R\/IXGE@I%\%LV/%D XVH RI WKHLU
PLWLJDWH DJDLQVW NH\ VKRXWVG VKDUH WKH VDPHPEXVILRS YWr DQRG PDUJLQ
HPEHG FRQWUROV LQ w K HoPgIRigaRizaiens #e ingreagingly
~W V FOHDU WKDW RUJD QRDQWLHRMS/ FUHHDONHHY DO X HTERQRE X @Y KH SRVVLELOL
WKH YDOXH Rl FRQWUROWDKHQKWRAHPHEW DQG SUFRINTANGIQrreatgs value add,
RZQHG DQG RSHUDWHG EWWHKHEXVV@HVV RQ D GD\ RRCc QJ WKH VFDOH
OLQH :LWK 4UVW KDQG HZ\KLUFRDHIKFWKH 4UVW OLQ
RI RSHUDWLRQV RQO\ WKHRWWW IOO@B®OORZ WKH V WRZDUG W
FDQ XQGHUVWDQG DQG PEPRPIUHKKIG RZQ DQG QVR DOORZ D E
actual risks, especially in dynamic FROQWUROV ZLWK VSHHG ERUNLQJ UH
EXVLQHVV HQYLURQPHQWSHZIKEHOH WK H KLV zZLOoO DO&LM Vivhe ALAH R

ULVN ODQGVFDSH LV FKDQJINIQJIJDW BWUDWHJI\ WK Dl

exceptional pace, and organizations RQ D VHW RI DFWLYLWLHY W
QHHG WR UHJXODUO\ PDQDLUMLREZPLVVLRQ DQG JRB&V
ULVNV 7R LQFUHDVH RZOWRXWQS\D@BHUH DUH WK UVH R
DFFRXQWDELOLW\ RUJDQRDWYRQE PXWKNLQJ D VKDUHG_DPELW
« “GHQWLI PSUHKHQVL
« &ROQFHQWUDWH WKH 4UVWPGRZMHU WKH 4Uuvw OLQHDE KRS YDOXH FKD
of defense risk and control WKH FRQWUROV YLVLRG RYIMY ERQVLVWHQ
capabilities, and close expertise all lines of business to create a RI'ULVN FRQWUROV
DQG VNLOO JDSV WKDW PXQKWHKS[ INLWLR Q EXVLQHVV WKDW LV HPE
« Reassign and realign « 6HW D FOHDU WRQH IURP Wk \WWRWRLQH
UHVSRQVLELOLW)\ IRU WKBULYH DQG VXSSRUW WKH KoY @E&WR GULYH DV
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DSSURDFK LQ ULVN D\]cgrﬂjippﬂbs\m_p@\@mentfocused PDQDJHPHQW LQWR WKH '1$
assessment, prioritization on internal and external customer RUJDQL]DWLRQ OLQNLQJ FF

monitoring, and response QHHGYV and including controls priorities into

« 3URYLGLQJ D VLQJOH YHUVLRQ RI WKH VSHFL4F PHWULFV IRU DOO
WUXWK WR VHQLRU P J 95 6ySR DOO OHYHOV
-W LV QHFHVVDU\ WR UHFRJQL]H

7KH RSHUDWLQJ PRGHO L %@E@Wé’aﬁqposmve Technology and data
EHK

YLRUV DFURVV WKH W @R QW LVQR D WHFKQRO|
Capabiliies IDFLOLWDWH JUHDWHU RZ¥FIUNMRDE 0BG DSSURDFK X)
Q Organizations must take a RSHUDWLRQV RI FRQWURDYWR@PMLRQYPQG $— HQDE(
KROLVWLF YLHZ RI WRHHD ¥RV & Uk NifyW KH U IEXW EDODFEWR VHH EHIRQ
required to manage risks and EHWZHHQ HQFRXUDJLQJ JRRG MRMH WRZDUG IRUHVLJ
HPEUDEH RSSRUWXQLWL,_RPG]@#\K@—Mlnc@hiwesare LGHQWL|\ HPHUJLQJ ULVNYV
WR UHWKLQN KRZ WR FRPEHBRYWRHEBVHGYRQ WKH RQIDE DXL WR SR W
VNLOOV DQG UHYLVLW w O BgWXuW RYIWWYp WKLV PDV HQFRXUDJH
DFURVYV WKH WKUHH OLQQP\?e |pnéo|_|mq§l@w_pqyg¢tved Organizations can make better use of
DFKLHYH WKH )R& YLVLRQ![FREWERQVE o' CLILWL]CRIWDQBRQRESSRUW WKHLU

DFKLHYHG LQ D FRVW H - HeRqriogroppleicsiaiasets, XOWLPDWHO\ FRQWUROV OD
WKURXJK RQ DQG R+ VKRRUIPRGWPYRARQV ZLOO Kaydlegutednigia/i®m d tsprret
FHQWHUV WHDPLQJ ZLW OLNH SQuce |nd cariremng i into a

DQG WKHLU SODWIRUPV PRWKHHWKDQ IRFXVLQJ RQFUQ@HVUMBGDEOH IRUPDV
WKURXJK GLJLWL]DW LR Q outcomes as many organizations businesses to identify emerging

GR WKHUH DUH QHZ RSSRUWNXQUIWLANO\ DQG UHVSRC(

Culture DQG LQFHQWLYHV WR JHWDEWHXEQE8HBGKEHVLIQ DQG PI

Organizations must GDWD OHDUQ IURP LW DRIGWHROFRQWURDYA HQYLURC

HPSRZHU WHDPVY WRLQVLIKWV LQWR IXHO IRUWRKWKEXVKBOHNYVWR D QH[W

HQFRXUDJH RZQHUVKLS UDWH EHWWHU VPDURSHUD®ECQDWVWRBHO -W KHO

DFFRXQWDELOLW\ 7KHUHPHERYEBY¥ qu)UHFRJQLWerv@ntR/e(anﬂ\prEaetiveculture,
culture of openness to facilitate a FOHDUO\ GH4QHG DQG DODVN@ZHE® WRQQKEHOHYVY WKH RUJ

JUHDWHU XQGHUVWDQGLQWVQH%@W‘M’/NWPHV WR RBRHVWRHEKDW V WUXO\ LPS
and mitigation strategy, a positive HDQLQJIXO DQG LPSDFWWXGKQRORJI\ HFRVA\VWHP LV

FXOWXUH WR KHOS HQY L Va2fing Gemranigs agedngreasingy ~ DVSHFW RI WKH HQDEOHU W
as a value creator. and a culture of embedding controls performance organizations maximize automation

DQG KHOS GHOLYHU D )2& Y
ZH GLVFXVV LQ GHWDLO OD"

(KH HPHUJHQFH RI D
DQG DXWRPDWLRQ Q [RCICsmerariy | |
LQ WKH SHUFHSWL R QEeisshey
EH UHSODFHG :H QH [t

from an automation ‘instead of’ DPROD VHOLRU T
PHOQWDOLW\ WR DXW

KXPDQ DSSURDFK

DPRQJ VHQLRU PDQDJ
7KLV KHOSHG GULYH D
FRQWUROV FXOWXUH D
RUJDQL]DWLRQ DQG H(
LPSRUWDQFH RI FRQW

N
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A global telecom company
@ KDG PXOWLSOH VHFRQ

IXQFWLRQV ZLWK VLJQ
GXSOLFDWLRQ RI H*RUWYV D
ULVN PDQDJHPHQW SURFHYV
HVWDEOLVKHG D QHZ RSHU
WKDW VDZ WKH FRQYHUJHQ
QHZ IXQFWLRQV ZLWKLQ D
FRQWUROV IUDPHZRUN GU
FRPSOHWH DXWRPDWLRQ +
UHVRXUFHY ZHUH UH DOORI
YDOXH FUHDWLRQ 7KH QHZ
model supported a clear delineation
Rl UROHY DQG UHVSRQVLEL
DFWLYLWLHV FRPSOHWHG
RQ EXVLQHVV SDUWQHULQJ
focusing on assurance and reporting
to enable a more coordinated and
HeHFWLYH VHFRQG OLQH RI
KHOSHG WKH RUJDQL]DWLR
WKHLU DSSURDFK DQG WD[
GXSOLFDWLRQ RI H*RUW DQ
cost of controls monitoring, provide one
YHUVLRQ RI WUXWK UHJDUG
environment, and drive a coordinated
controls remediation program across
SURFHVY DUHDV
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CULTURE

; - 5LVN VHQVLQJ WR GHA4Q SHWLWH
D i 2
o
=
"
=
(V W D E O L V K L Q J W K H F R > Automated Controls QA ~QWHJUDWHG &RPSOLD|QFH )UDPH[ZRUN
WHFKQRORJ\ HFRV\VW Hil . A
Q : :
$UIJXDEO\ RQH RI WKH PRVW LPSRUWDQW R2QUMRRH VL R | GAL B HWMKQ | W ~QWHJUDWHG *5&
DFFHOHUDWLRQ 7KH XVH RI WHFKQRORJ\ YDOF'WH O H G WIHMGDWU DG LW L
SODWIRUPV WR EXLOG RSHUDWH DQG PRDQIDGILWKMLERYVWR\GD\ E X
OHYHUDJH WKLV GLJLWDO WUDQVIRUP DW L RRGD Y0 GRG HPUD D (P LR I D X VI R P | s [
DQG PRQLWRULQJ $XWRPDWLRQ FDQ KHOS DOOHYIQZDMH VRPH RI WK
FRQWUROV IXQFWLRQV LQ FRVW UHGXFWLR@JHFHOWFRIGULYH DQ
ULVNV DQG RSSRUWXQLWLHV -W FDQ DOVRHEXROBDFRRFMUGHQFH LQ
WKUHH NH\ HOHPHQWYV RI D VXFFHVVIXO )R& MRXUQH\
q
o
- = Continuous -
7R VHL]H RSSRUWXQLWLHRRGHO WKDW FRPELQHV E%SESFQH J DUH\I/)VDS'DFISSVFH = intelligent control o
WHFKQRORJLFDO GHYHORSPHELRORILHV WKH VSR'\QW t V\\"ﬁw@g*m WHEKQRQ x LQVLIK monioring 3
IXQGDPHQWDO VKLIW LV BHRMWYWHE QRFDWLRQ w K HORKE) lefbg i L S
KRZ WHFKQRORJ\ LV XVHG QREPX QR RRPSDQ) WRa*@?’ewm%kan compllance o £
FRQWUROV HQYLURQPHQWHRQWIMLEXEMWH ® WPiEPH DQG &H PR RHH = 3
RSHUDWLRQ DQG PRQLWFRAMIQWHRI FRQWUROV 5 2
2UJDQL]DWLRQV PXVW HVWDEOLVK WKHLU + Controls IS
SULRULWLHV EDVHG RQ WKHEHOLXH R ERQ WKHLU R automation =
DVSLUDWLRQV DQG FKD GURIDEHPUSAERIPIQY various -
IDFH 7KLV ZLOO KHOS LGWMBRWKNQROBIWHY ZLWK FR @Agbbamrgamzamn
WHFKQRORJ\ VROXWLRQ I'HPWXYHY PG GKDUDFW VSHQW VLJQL4FDQ
EH PRVW EHQHA4FLDO %XVLQHVVHV FDQ XQLI\ RQ UHFRQFLOLDWLRQV
WKLQNLQJ IURP DFURVYV limited in its ability to assess
Leading global organizations are to build tailored digital assets, SHUIRUPDQFH LQ WKH S
GHSOR\LQJ PDUNHW OHDEUNPWILRY D KDUPRQL]H LPSOHPHQWDWLRQ RI $
FDSDELOLWLHV WHFKQRRDIE ¢f rabling ineligent OHDUQLQJ 0/ DOORZHG
and alliances across risk and control ~ fisk management, and providing 100% testing of key controls
ODQGVFDSHV 7KH\ DUH DIO D@\ Y 50V LI KW VL Q W R I
WHFKQRORJ\ HFRV\VWHP RROWKROY H*HFWLYHQH to predict account reconciliations T
controls requirements to bridge RUJDQL]DWLRQ WIKDIEZRXOG UHVXOWHE =
JDSV ZKHUH FRQWLQXRXV FRQWUROYV DGMXVWPHQWYV DQG RU >
LPSURYHPHQW H]FLHQFLEPFKPWIEFKQRORJ\ VSRN HESASA SR e A z (IFLHQW DQG UHDO WLPH DVVXUDQFH
DFWLRQDEOH LQVLIKWV PX®WETOHHH\H FDVHV (I inconsistencies in reconciliations, -
YDOXH FDVH GHPRQVWUDWHV D LGHQWLAFDWLRQ RI LQ( > + S5RERWLF SURFHVV DXWRPDWLRQ $- DVVXUDQFH
organizations to boost productivity, ODUJHU ZRUNORDGV D¢ N « ([FHSWLRQ PDQDJHPHQW
The controls technology LQFUHDVH DFFXUDF\ UH( WR WKRVH ZKR DUH H[S x + 3UHGLFWLYH PRQLWRULQJ DQG LGHQWL4FDWLRQ RI HPHUJLC
ecosystem compliance, and better understand GHOD\V HUURUYV *
7KH HFRVA\VWHP LV D KXE4DQDO® MIRNHIJHIJXODWRU\
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= .

( KDW WR FRQW'JRO

Risk sensing
A fusion of internal and external data can

-
( +RZ WR FRQWURO

Controls automation
Using a system of solutions and tools, controls

FROQWH[WXDOL]H EXVLQHVV GLUHFWLR QauteMatiérHcarsScéndut ld @uMitutie of tasks,

HIWHUQDO HYHQWYV WKDW FRXOG KDUP RSIBXBWQR @WK HDQ@®BHG IRU KXPDQ LQWHUDFWERBR I RYHYB W
SURDFWLYHO\ LGHQWLI\ WKH UHJXODWRIQG RRQILWWR BRQW KIRQWUROV $XWRPDWLROI IYEEH \IIDLHFI-‘F‘Q t'c%4
KRUL]JRQ DQG WKH LPSDFW RQ WKH RUJDQL]DWLRQ WIS AL L = W
FDQ UDLVH DOHUWY DERXW WLPH VHQ VoL Wloitridls Gaighir&iBnSP H XWY OLVLQJ EXLOW LQ
R X W V Rs¥sttemitdnfiyuirbtiorid tb kalidate business

LPSDFWLQJ ULVN DQG FRQW UtRusatti@né LUR QP HQ W V

IHHGEDFN ORR:S Wékflog W HD QDIWHNVWKBIWHG UHYLHZ DQG

DFWLRQV ZLWK WKH ULVN PDQDJHPHQW IUDPWERUN]DWLRQ IORZ GHVLJQHG LQ polI3YANglW PPl KkHwKKLY KHOSV WR LGHQWLIA

DQG WKLUG SDUWLHV VXSSOLHUYV

SURYLGHUYV
J)LQDOO\ LW FUHDWHV D

Automated controls quality assurance
Deployment of natural language processing (NLP)

XVHV $— WR DXWRPDWLFDOO\ DVVHVV WKHUHYDOIZWD QDO €DOLGDWLRQ VSHFLILEDOON
FRPSOHWHQHVY RI FRQWUROV GRFXPHQW DVOLGRHU VIWD PONV®I RI WKH RXWOLHUYV DQé'FS?é\PQEJ'W

automatically identifies unseen controls gaps and
risks (including gaps based on emerging risks and
dynamic risk landscape), recognizes target areas for
FRQWURO GHHS GLYH
RQ FRQWUROV GHVLJQ

Governance, Risk and Compliance (GRC)
*5& VXSSRUWYV WKH WKUHH OLQHV RI
risks and controls across all areas to meet internal

DQG H[WHUQDO FRPSOLDQFH UHTXLUH P hanpatidntdVidentify exceptions from standard
*5& DSSOLFDWLRQV GHOLYBURFHMDABVWIURN N VHIQRIOV YDULDWLRQV
LPSURYH GHFLVWIRWMWRHDUNILWQ W KWDRXJIJK PDFKLQH OHDUQLQJ
LOQFUHDVH SHUIRUPDQFH DFURVYV RUJD Qidé¢®aNdlyRic3 ¥ tOrR ihagels Wt structured data

LQWHJULW\
FRPSOLDQFH DQG ULVN

YHQGRUYV

Integrated compliance framework
7KH XQLILHG FRPSOLDQFH

ZLWKLQ
database aligned to regulatory risk and standard
EXVLQHVY ULVNYV
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G HIKIQWVW HVED POIOHOYH@ W KURXJK DGYDQFHG DQ
(U

IUDPHZRUN #$tredmtn@h&, do@trol performance analysis, and
*5& SURYLGHV D FRQWLQXDOOWRERWWHYG G RWOPRUYYRHQN

-W DOVR

DXWKRUL]DWLRQ PDWUL] t

e Systemreports—- XVHU IULHQGO\
ULVN EDVHG UHSRUWY DQG YLVXDOL]DW

. Controls evidence — VPDUW ZD\V WR HYLGHQFH
controls operations and retain evidence
¢ Non-standard developments — specific

DQG SURYLGHYV UH Dh@spdke BydtehtHdiev@lepmEris to operate and

PDQDJH FRQWUROV LQFOXGLQJ 53% $-

LVVXHV DULVLQJ
FRQWUROV DQG KHOSLQJ RUJDQL]DWLRQYV

strategic matters and improvements to processes,

PHDQLQJIXO

e I =

[ +RZ WR DVVXU}-(

(IlLFLHQW DQG UHDO WLPH DVVXUDQFH L

QHDU UHDO WLPH DFWLRQ RQ LVVXHV DV WKH\ DULVH XVLQJ
|§LJHG SHUVRQD EDVHG LOWHOQLYHRW

HSWLRQ PDQDJHPHQW

ZRUNIORZ DQG PDQDJHRHIGW R

IURP WKH FRQWLQ

E\ FKDQQHOLQJ LVVXHV EDFN WR W

o risks before serious issues arise and cause
VLIQLILFDQW GDPDJH WR D EXVLQH

VDY
S;
r&agon from integrated GRC, continuous
ROV PRQLWRULQJ
WR LQWHUURJDWH WKH DUHDV RI
WKLUG OLQH RI GHIHQVH &RPSDQL
SURSHUO\
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DERXAWITWENICT

IRU HIDPSOH

XRXV PRQLWRULQJ R
IREXV.RQ PRUH

ILUVW, OLOH RI GHIHOQVH
Dl 1LVs G &

KH

VV H 1 W KURX IR

FDDE%VKdJJHJXODWRU\ ILQHVY LPSDFW RQ FRQWLQXHG
%\RLDRAPLVQJ (d:’ UJLQJ ULVNV LQYROYHVY\PEBEN=QJ HHEKEBWLYH

DQG UHDO WLPH_LQWHRHCQAOLIHQWYQMLJIKANVYV
JUHDWHVW ULWYN LQ WX

HV DUH WKHQ DEOH WR

IRFXV HQHUJ\ LQ WKH VHFRQG OLQH WR SURFHVYV

LdD&éJ%YHPHQW ZKHUH FRPPRQ WKHPHY DUH HPHUJLQJ

Real-time intelligent insights

ZKLFK LQFOXGHY GDWD JDWKHULQJ LQWH

to analyze, visualize, reconstruct, and refine business
SURFHVVY DQG FRQWUROV DFURVYVY DQ RUJD
is used for automated process mining, process

2UJDQL]IDWLRQV KQ
WHFKQLTXHV WR LGHQWLI\ FKDQQHO VWXI
RI GROODUYV ZRUWK RI H[FHVVLYH VXSSOl
DQG FRPPRQ WKHIW WLHG WR SUHYLRXVO
VHIJIUHIJDWLRQ RI GXWLHY YLRODWLRQV -
ZRUNORDGY DFURVY JOREDO DFFRXQWLQJ

Continuous controls monitoring

- QWHOOLJHQW WHFKQRORJ\ LGHQWLILHV
LVVXHVY LQVLGH DQG RXWVLGH WKH EXVLQ
FRQWUROV PRQLWRULQJ &&0 DSSOLFDWL
monitor controls by identifying exceptions to policies,
EXVLQHVYVY UXOHVY DQG EXLOW LQ DSSOLFI
continuous access monitoring, configurable control
PRQLWRULQJ DQG -7 FRQWUROV PRQLWR

&&0 DOVR KHOSV LQ SURFHVV PRQLWRULQ
GDWD IURP HQWHUSULVH UHVRXUFH SODAQ

W FIDHRSWILGLIEIDVHG RQ WKHLU DF

Dﬁ\\l\lll_\l

CULTURE °

/IHDGLQJ HGJH WHFKQRORJLHV K
QLIPWKBRRLRUWHOO FKDQJH E\ IDFLOL

identification and accelerated remediation

RI FRQWURO LVVXHV 7KH\ DOVH
Y H c8ntrbi$scuike by hlaking controls learning
I L Qdrfdddile akd effididdtOdn®R &40 promoting a
HU SX00 WHKQWVLQ ZKLFK ULVN HPSRZ
XQNRRRAPDPSOH XVHUV DUH SXVKH

IXQEWKRO®OYLILHG OHDUQLQJ
ELWH VL]HG OHDUQLQJ E\ DQVZ
HDUQLQJ SRLQWYV DQG

SRWHRW b D © ZAHRQO WAKRHQ DUH JXLGHG

HV Vv KKRQW O@PPORIXM QJ 7KLV GULYH

RQVWHKMWRER ULVKIDRHSPHQW LQ WKH
training programs, users engage in bespoke

WLRQ BRHPWORORQMLOHH FODVVURRI
includes advanced simulations based on

ULOQVYSHFLILF EXVLQHVYVY SUREOHPYV

OHG FRQWUROV JDPH DNONCI D)

) E\GHWHOESMQ@WR DGGUHVYV KRW \

DLQJ (53 DQG

0] D VHW RI SUH

UDPH

@ %ORFNFKDLQ LV LQFUHDVLQJO\ EF

organizations to facilitate transactions
ZLWK WKLUG SDUWLHVY $V DQ DFFHOH
FDQ EH XVHG LQ FRPELQDWLRQ ZLWK |
WHFKQRORJLHY HJ DXWRPDWLRQ $-
UHDO WLPH FRQWUROV PRQLWRULQJ V
For example, automatic reconciliations can

HOS GUL YEHl SHUIRUPHG RQ WUDQVDFWLRQV EH

WDWLQJ UWEBLWS SDUWLHYV ZLWKRXW WKH QHHG

FRQ4UPDWLRQV +RZHYHU WKLV SRVH
DV& R XU LW YWHVNY DV WUDQVDFWLRQV
HQYLURQPHQW ZLOO QHHG WR PLJUDW
WKH RUJDQL]DWLRQ $ VWURQJ JHQHU
HUV SHUIRWPPHDORFUN LV LPSHUDWLYH WR XWLOL
G ELWH V4AgWIS FRPIRUW

GULYH

WLYLWN LQ WKH EXVLQHVV

XVHUV HQJIJDJH LQ
HULQJ TXHVWLRQV

ZKHUH WKH\ GR QRW NQRZ

WR FRPSOHWH D
FRPSOHWLRQ UDWHV
-Q FRQWUROV

b WUDLQLQJ ZKLFK
D GLJLWDO IDFLOLWDWRU

ULRXV RQOLQH FRXUVHV
VRSLFV

ILQDQFLDO DSSOLFDWLRQV DQG DSSO\LQ
defined analytic business rules to identify control

H[FHSWLRQV H J
DQG FRQWLQXRXV WUDQVDFWLRQ PRQLWR

FRQWLQXRXYVY PDVWHU GDWD PRQLWRULQJ

uLQlJ
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A typical Future
of Controls
MRXUQH\

7TKH )XWXUH RI &4RQWUROV MRXUQH\ ZLOO YDU\ IURP RUJDQL]DWLRQ WR
RUJDQL]DWLRQ EDVHG RQ WKH PDWXULW\ RI WKH FRQWUROV HQYLURQPHQW WKH
OHYHO RI UHJXODWRU\ FRPSOLDQFH SUHVVXUH WKH\ HQGXUH DQG WKH VSHFLA4F
LQGXVWU\ WUHQGY WKH\ QHHG WR PDQDJH +RZHYHU LUUHVSHFWLYH RI WKH
OHYHO RI PDWXULW\ DQG WUDQVIRUPDWLRQ WKH YLVLRQ PLVVLRQ JRDOV DQG
NH\ OHYHUV GLVFXVVHG HDUOLHU FDQ KHOS RUJDQL]DWLRQV GH4QH D VL[ VWHS
URDG PDS IRU D VXFFHVVIXO )R& MRXUQH\
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Maximize controls automation

_ $ WASLFDO MRXUQH\

Set the business case
*«'H4QH \RXU )XWXUH RI &RQWUROV YLVLRQ DQG DVSLUDWLRQV

*'H4QH \RXU )2& EXVLQHVY FDVH ZLWK FOHDU TXDOLWDWLYH DQG

TXDQWLWDWLYH YDOXHY DQG H*RUW

*'H4QH \RXU VXFFHVV IDFWRUV .3-V DQG JRYHUQDQFH PHFKDQLVP

Redesign/refresh the controls
framework
« Design an integrated controls

Future of Controls ~ _ $ W\SL

FDO MRXU

Do’s
« &aROODERUDWH WKURXJKRXW WKH EXVLQHVV D
ZKHQ GH4QLQJ WKH )R& YLVLRQ DQG VWUDWHJ

WUDQVIRUPDWLRQ MRXUQH\

« 5H5HFW RQ H[LVWLQJ WHFKQRORJLHV ZKLFK F
VXSSRUW WKH FRQWUROV HQYLURQPHQW

« &RQWLQXRXVO\ UHYLHZ WKH SURJUHVV RI WKH
ZKHWKHU DGMXVWPHQWY WR DSSURDFK DUH Q

Don’ts

« 30DFH DFFRXQWDELOLW\ RQ RQH OLQH RI GHIH

e :DLW IRU VRPHWKLQJ WR JR ZURQJ EHIRUH PDN

s SWWHPSW WR UXQ EHHREHARK FFIXQ VADRANDQG W
operating model before getting started

IUDPHZRUN FRYHULQJ WKH NH\ RSHUDWLRQDO GRZQ WKH WUDQVIRUPDWLRQ MRXUQH\ LQWR V

FRPSOLDQFH DQG 4QDQFLDO UHSRUWLQJ ULVNYV

DFURVV WKH HQG WR HQG YDOXH FKDLQ
*'HYHORS D ULVN EDVHG IUDPHZRUN ZLWK

NG WKL

e« ' HYHORS DPELWLRXV \HW DFKLHYDEOH WDUJHWYV IRU I

DQ EH |

WUDQ\
HFHVVE

QVH IR
LQJ FK
DUJHW

* %H XQUHDOLVWLF DERXW ZiKriet¥ssaty@rdaki DFKLHYHG

SULQW

GXH FRQVLGHUDWLRQ WR WKH ULVN DSSHWLWH
*-—QWHJUDWH ULVNV DQG RSSRUWXQLWLHY OLQNHG

to business performance

«/HYHUDJH WKH (53 VIVWHP DQG PD[LPL]H FRQWUROV
FRQ4JXUDWLRQ EDVHG DXWRPDWLRQ
«(VWDEOLVK FRQWUROV WHFKQRORJ\ HFRV\VWHP
XWLOL]LQJ WHFKQRORJLHVY RXWVLGH WKH (53 DQG GDWD
KDUYHVWLQJ WKURXJK RXWO\LQJ VIVWHPV WR PD[LPL]H
WKH EHQH4WV Rl GLILWDO WUDQVIRUPDWLRQ
*)RFXV RQ SUHYHQWDWLYH DQG D KLQGVLJKW WR
IRUHVLIJKW EDVHG FRQWUROV DXWRPDWLRQ MRXUQH\
«-QWHJUDWH ULVNV DQG RSSRUWXQLWLHV OLQNHG WR

business performance

Reengineer the controls operating model

Empower the front line with a positive

controls culture

¢ &&UHDWH D SRVLWLYH FXOWXUH E\ ZLQQLQJ KHDUWYV
and minds

*3URYLGH FRQWLQXRXV VXSSRUW WR WKH 4UVW OLQH
«+ —QWURGXFH DSSURSULDWH LQFHQ w LEstahlistya sipgrt-controls

strong conseguence management monitoring, reporting and
remediation program

*«&UHDWH DQ DXWRPDWHG

FRQWUROV PRQLWRULQJ
«'RFXPHQW D FOHDU VHW
indicators supported by smart reports

FRQWL
IUDPH:
Rl FRQ\

ZLWK GDVKERDUGLQJ IDFLOLWLI

*ODNH XVH RI D FRPSUHKH
4W IRU SXUSRVH *5& SOD

QVLYH
WIRUP

FRPSUHKHQVLYH FRQWUROV PR

*(VWDEOLVK D FOHDU 4UVW OLQH RZQHUVKLS DQG

accountability

+-QWHJUDWH WKH VHFRQG OLQH EULQJLQJ FRQVLVWHQF\
DQG FUHDWLQJ YDOXH DFURVV WKH ULVN GRPDLQV
«0DLQWDLQ D VKDUHG DPELWLRQ VXSSRUWHG E\ GDWD

capability, culture, and incentives

*3URPRWH LOQWHJUDWHG DVVXUDQFH WKURXJK D ULVN

DOLJQHG VHFRQG DQG WKLUG OLQH RI GHIHQVH
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_ $XWKRUV DQG FRQWULEXWRUV

‘H DUH LQ D SHULRG RI XQSUHFHGHQWHG XQFHUWDLQW\ ZLWK WKH FRQ5XHQFH RI W @i

revolution, global pandemic, merger and acquisitions, private equi ty funded disrupters,

HWF 2UJDQL]DWLRQV FDQ W SDVVLYHO\ VHDURK IRRZDQVZHUV WKH\ PXVW WDNH DF
RU WKH\ ZLOO IDFH D FKDVP VR ZLGH DQG GHHS EHWZHHQ WKHLU SDFH RI FXVWRP
LOQRYDWLRQ DQG WKHLU FRQWUROV SURJHDRANR ZWKDBWQCGHJDF\ SURJUDPV ZLOO VWL
HDUQLQJY DQG SUHYHQW WKHP IURP UHDOL]LQJ WKHLU SURVSHFWYV IRU JURZWK

%\ UHDGLQJ DQG GLIJHVWLQJ WKH LQVLIJIKWY DERXWRXHYHORSLQJ D EROG DQG SRVLWLYH YLVLRQ
FDQ HVWDEOLVK D SURGXFWLYH SDWK WR IROORZQRWU D VXFFHVVIXO )XWXUH RI &R
-W DOO VWDUWV ZLWK WKH 4UVW VWHS \RX KDYHP@MXVW WDNHQ
WUDYHOLQJ WKH ULJKW SDWK DQG WKH )XWXUHRRQ@GHROYWUROV FDQ EHFRPH WRGD\

WKDQ \RX WKLQN

7R IXUWKHU H[SORUH WKH NH\ WKHPHY DQG WUHQG@V DQG IRU PRUH LQIRUPDWLRQ
'"HORLWWH FDQ KHOS \RX VXFFHHG ZLWK \RXU )XOMWOFRWVRI &ERQWUROV MRXUQH\
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