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The Curious Case of Bianca James – and other 
Data Analytics Tips for Fraud Detection

Brian Turner – IT Audit Director
Karisa McCulloch – Audit Director

University of Colorado
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Meet Us…
Alisha Friedrichs

Karisa McCulloch

Brian Turner
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• Established in 1876
• Governed by the elected, nine-member 

Board of Regents
• A system of four public institutions
• 67,708 students; 27,056 faculty & staff 
• $1.7B in sponsored research
• 17,805 degree recipients (2023-2024)
• Third-largest employer in the state
• $6.3 billion FY25 operating budget

University of Colorado Quick Facts
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Our Vision: Insight with Impact

We are trusted partners. 

We deliver timely and relevant 
perspective on risks and 
opportunities.

We are committed to our core 
values, intellectual curiosity, and 
alignment with our stakeholders. 
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It all started with an audit…
• A procurement card (P-Card) audit at the 

University of Colorado Medical Campus (CU 
Anschutz).

• Six Schools/Colleges
• 76,914 transactions totaling $27.7 million
• 2,485 transactions totaling $2.6 million tested

This Photo by Unknown Author is licensed under CC BY-SA
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Risk Ranking Transactions using 
Machine Learning

Goal: Identify the transactions that are most anomalous to assist auditors in targeted 
sampling of large data sets.

How:?

• > 2 Standard Deviations
• Weekend Purchases
• Holiday Purchases
• Split Transactions

Focused on Categorical Attributes
• Position Title of Card Holder

 Chancellor, Professor, IT Specialist
• Spend Category

 Training, Software, Office Supplies
• Department

 IT, Legal, HR

And one numerical value
• Transaction Amount
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Risk Ranking Transactions using 
Machine Learning

Approach: To sort 
things into groups 
and then ask…

What thing is not like the others?In other words, we are asking 
the question: Is it normal 
that a person with this 
position that works in this 
department made this 
purchase?
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Risk Ranking Transactions using 
Machine Learning

HOW?
Convert categorical data (Box Color) to numerical form…

How to assign a numerical value?

1 2 3

Problem of Ordinality
1,2,3…

3 > 2 > 1…. So…
Green > Red > Blue
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Risk Ranking Transactions using 
Machine Learning
Convert color category to numerical form

D

Using a special ON/OFF Code…that asks the questions, “Is it…..?” - Yes or No…1 or 0

A C

G

B

IE

F

JH
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Risk Ranking Transactions using 
Machine Learning

Convert DEPARTMENT to numerical form

IT HRLegal

Department Position Title Spend Category

Be Aware of HIGH CARDINALITY
• 1 ATTRIBUTE HAS A LARGE # OF UNIQUE 

VALUES
• VENDOR FIELD
• LESS ACCURATE, MORE GUESSING
• TAKES A LONG TIME TO LEARN
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Risk Ranking Transactions 
using 

Machine Learning
This Photo by Unknown Author is licensed under CC BY-SA
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Audit Results

• Ambiguous Policies & Procedures

• Non-compliance with Policies & Procedures

• Visibility of P-Card Issuance

• Non-CU Employees as Cardholders & 
Approving Officials

This Photo by Unknown Author is licensed under CC BY-SA
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Open-Source Data
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Odd looking invoices with 
strange $ from ABC, LLC

Bianca James listed as 
booking contact on invoice

ABC, LLC registrant & person 
forming LLC is Bianca James

Bianca James works at 
University affiliated hospital
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The Curious 
Case Of 

Bianca James

Narrated by: 
CU 

Internal Audit



ALL TRAN
SAC

TIO
N

S M
AD

E BY ABC
, LLC
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Investigation Interviews

• P-Card Holders
• Travel Card Holders
• Faculty Members
• Campus Controllers
• Procurement Service Center 

(PSC) P-Card Program Manager
• Professors
• Vendors This Photo by Unknown Author is licensed under CC BY-NC-ND
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INTERVIEWS
The pieces come 

together…

Key:
CU Employees
Affiliate Hospital Employees

BIANCA

JAMES

Michael 
• Finance Dept
• ¼ Meetings
• ~$89,000 over 3 

years
• None = approved
• WHAT?!?!?!
“These are 
inappropriate”

Dr. David
• Travel Card 

Holder
• Bianca was a 

delegate
• 10-year 

relationship
• Photo booth
• Must be a 

mistake?

Dr. Robert
• Never approved or 

received items…
• I trust her

Kallie
• Manager
• ABC, LLC? … COI?

Rudy 
• Former Supervisor
• Thought photo booth 

was a side gig.
• Photo booth purchased 

through ABC, but 
invoice listed another 
company

Chris 
• Main P-card Holder
• Subordinate
• Bianca was AO
• ABC invoices = OK
• Training charge looked 

familiar.

Lindsay
• P-Card Holder
• Reported fraud
• PayPal confirmed 

Bianca approved 
• Bianca was her 

Approving Official
• Training for people 

who don’t work 
here? Calendars?

Alyssa
• P-Card 
• Bianca has her P-

Card because friend
• Bianca’s Dept has a 

lot of events…
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EVENT FOLLOW-UPKey:
CU Employees
Affiliate Hospital Employees
Outside Employees

Professor 
X 

 Training 
 Denver 
 CU Sponsored

Dietitian
 Presented
 Date 
 Set up

Professor 
Jean

 Formal Event
 Pay-Your-Own-Way
 No Set up needed

Bianca James

PSC P-
Card 

Program 
Manager

 Bianca has a P-Card
 Bianca always followed 

policies

Denver 
Zoo Sales 
Manager

 50 tumblers, T-shirts, food
 Set up
 2023
 Never happened!!!!



26

THE HARD CONVERSATION

BIANCA JAMES

Do you own 
ABC, LLC?

Did you charge 
expenses to 

other P-Cards 
without their 
knowledge?

Did you profit?Why use ABC, 
LLC?

Are you aware of 
Conflict-of-

Interest rules?

Can you please 
provide the 

vendor 
information for 

the transactions?

Follow-up 
correspondence 

was sent….

We conducted our own searches for the vendors
• 2 could not be located
• The photo booth company was in Utah (closed in 

2019), but had  charges in 2024

YES

YES

NO, I LOST $
TO BUILD THE 
COMPANY & 
REPUTATION

WHAT’S THAT? NO

….SURE….

BUT WE NEVER 
HEARD FROM 
BIANCA AGAIN



• Charges across multiple P-Cards
• Events never took place
• Vendors didn’t exist
• Conflict of interest was never disclosed

• ~ $89,000 stolen from the university

CLOSING THE LOOP
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How did Bianca get away with it for so long?

• Leveraging Personal Relationships & Trust

• Exploiting Gaps in Oversight

• Controlling Subordinates and Financial Systems

• Manipulating Documentation & Timing

• Relying on Professional & Personal Credibility



Creating a Fake Company

This Photo by Unknown Author is licensed under CC BY-SA-NC
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This Photo by Unknown Author is licensed under CC BY-ND
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Outcome

This Photo by Unknown Author is licensed under CC BY-SA

This Photo by Unknown Author is licensed under CC BY-SA-NC

31



Lessons Learned… What now?

1. Modified our initial data model for a more apples to apples comparison:
Grouped transactions by type: 
 Mobile Pay (Venmo, PayPal, Square)
 Toast
 Amazon
 Everything else

2. Added a second anomaly detection model that focuses on the vendor and 
looks for the following:

 Mobile payments (Venmo, PayPal, Square)

 Transactions that are whole numbers and divisible by 5 (For example: $125, $1100)

 Price range per service rendered

 Four or more different services (training, catering, marketing, cleaning)
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Lessons Learned… What now?
Developed automated analysis of invoices in PDF format…
• Does the invoice have the following?

 Address
 Phone number
 Square link
 Indication the invoice was already paid

• Exports EXIF data to Excel file with above information

This Photo by Unknown 
Author is licensed 
under CC BY-SA
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Lessons Learned… What now?
Machine Learning to compare appearance to known 
fraudulent invoices and scores a similarity threshold

This Photo by Unknown 
Author is licensed 
under CC BY-SA
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Lessons Learned… What now?
Automated Purchase Card Analysis:

• Interactive Query

• Data Cleansing

• Isolates Areas of Risk
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What’s Next….
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QUESTIONS?
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