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STRATEGY &
SUCCESSION PLANNING

Improving the Constituent
Experience
People expect tech advancements 
from their government to improve 
operational process and
service delivery.

Preparing Your Future 
Workforce
Talent acquisition is highly 
competitive and must meet new 
expectations, new skills and 
competencies of the workplace.

Operating Budget Pressures
Resources, operations and 
technology should be used in the 
most effective manner possible as 
funding can be uncertain. 

Leveraging Emerging Tech
& Business Practices
Emerging technology that 
considers operational and business 
processes along with the impact to 
constituents and employees.

Legacy Modernization

for Customer Services
Modernization is key to systems 
providing better data faster and with 
more transparency and 
accountability. 

Data Governance
& Management
Data needs to be organized, 
transparent and tell the right story. 

RISK

MANAGEMENT

DATA

LITERACY

WORKFORCE

CAPABILITIES

THIRD PARTY
MANAGEMENT

CYBERSECURITY

TRAINING

CULTURE

POLICY &
REGULATION

CHANGE

MANAGEMENT

Market Challenges & Opportunities



Operational Challenges

Aligning 

Functional 

Needs with 

Enterprise 
Strategy

Making the 
Business & 

Technology 
Work 

Together

Designing 
Infrastructure 
Strategies to 
Meet Future 

Needs Developing 
Synergies 

Across 
Platforms

Driving 
Adoption of 

New 
Initiatives

Managing 
Change 

Velocities

Managing 
the Goodwill 
Balance with 

Agency 
Leadership

Enabling 
Business 

Operations

F U T U R E  S T A T E  

V I S I O N

C U R R E N T  S T A T E  

O P E R A T I O N S



� Frameworks, Standards, Compliance Regulations
� NIST‐CSF, CIS‐CSC
� NIST 800‐53, NIST 800‐171, ISO 27001
� PCI‐DSS, DoD CMMC, NERC/FERC

� Industry/Trade Groups
� Insurance Providers
� Government Agency Guidance

� DHS‐Cyber Resiliency Review (CRR)
� Local State Requirements

� Vendor/Supplier Specifications

We’ve Got a Plan 
& We Think it 
Works

Challenge



Cybersecurity Event vs Incident



Lockheed Martin Cyber Kill Chain

https://www.sans.org/blog/cyber‐kill‐chain‐mitre‐attack‐purple‐team/

https://www.lockheedmartin.com/en‐us/capabilities/cyber/cyber‐kill‐chain.html



Pyramid of Pain

https://www.sans.org/blog/cyber‐kill‐chain‐mitre‐attack‐purple‐team/

https://detect‐respond.blogspot.com/2013/03/the‐pyramid‐of‐pain.html



MITRE ATT&CK Framework

https://attack.mitre.org/



Does your organization have a cybersecurity incident response plan?
A. Yes – And it would work for cyber incidents from the news
B. Yes – But it wouldn’t work for cyber incidents from the news
C. No – But we’ll have one shortly after this talk
D. Unsure – But I’m looking through the files now
E. I’m legally bound from talking about this based on a prior issue that may or 

may not have happened

Polling Question #1



Cyber Program Perspective



� Roles & Responsibilities Not Granularly Defined
� “We think we know who we need but we don’t write it down”
� “It’s always going to be XYZ who handles that”
� “Our IT/Security function is outsourced to ABC vendor who handles IR”

� Lack of Logs = Lack of Proof
� Ironically the people that say “we’re not spending any more on storage?” are also the people 
saying “why can’t we prove what happened? ”

� API usage logs?
� “But we have Cyber Insurance…”

� i.e. you probably have missing incident handling procedures
� “Immutable? I Don’t Know But Our Backups are Encrypted”

� Ransomware as a Service – Better ‘Customer’ Service but also Payment even more so Doesn’t 
Equal Recovery Results

� Third/Fourth Party Considerations
� “That’s not our system though…”
� “We have a contract / SLA in place”
� Think MOVEit

Common Issues Observed



� Usable Contact Info – Readily Available
� For Primary and Backup Employees

� Critical Vendors/Service Providers
� Legal Counsel
� Insurance

� Dial the Numbers & Write the Text
� Had a phone in the Ops Center that couldn’t dial international numbers

� Meet with GC/Legal Today
� What can you authorize, say, or do?

� Note Actions / Outcomes from Current IR TTX Exercises
� You did the exercise, but what did you learn / improve

Point of Reflections and Quick Wins



Business Continuity and Disaster Recovery

Business Continuity

Disaster Recovery

COVID

Ransomware

Server Room 

Water Damage

Server 

Room 

Fire

Hurricane Building 

Inaccessible
Flooding

Key Vendor 

Unavailable

SaaS Provider 

Issue

Security 

Incident



� NIST 800‐53r5 ‐ Security and Privacy Controls 
for Information Systems and Organizations
� CIS CSC – Center for Internet Security Critical 
Security Controls
� NIST CSF – Cybersecurity Framework v2.0
� NIST 800‐171 ‐ Protecting Controlled 
Unclassified Information in Nonfederal 
Systems and Organizations
� NIST 800‐61r2 ‐ Computer Security Incident 
Handling Guide

What Do The Frameworks Say?



� NIST 800‐61r2
� 4 Major Phases

� Preparation

� Detection & 
Analysis

� Containment 
Eradication & 
Recovery

� Post‐Incident 
Activity

Largest Influence



NIST 800‐61r2 – Computer Security 
Incident Handling Guide

� Incident 
Handling 
Checklist 
Included

� Value in the 
Appendix
» Appendix-A 

� 11 Scenarios

» Appendix-B
� Types of Info 

to Collect

� Best 
Definitions

� And… It’s Free



� IR‐1: Policy and Procedures
� IR‐2: Incident Response Training
� IR‐3: Incident Response Testing
� IR‐4: Incident Handling
� IR‐5: Incident Monitoring

� IR‐6: Incident Reporting
� IR‐7: Incident Response Assistance
� IR‐8: Incident Response Plan
� IR‐9: Information Spillage Response

NIST 800‐53r5
� Incident handling capability for incidents that is consistent with the IRP

� includes preparation, detection and analysis, containment, 
eradication, and recovery

� Coordinate incident handling activities with contingency planning 
activities

� Incorporate lessons learned from 
� Ensure the rigor, intensity, scope, and results of incident handling 

activities are comparable and predictable across the organization

IR‐4(1): Automated Incident Handling Processes
IR‐4(2): Dynamic Reconfiguration
IR‐4(3): Continuity of Operations
IR‐4(4): Information Correlation
IR‐4(5): Automatic Disabling of System
IR‐4(6): Insider Threats
IR‐4(7): Insider Threats – Intra‐organization Coordination
IR‐4(8): Correlation with External Organizations
IR‐4(9): Dynamic Response Capability
IR‐4(10): Supply Chain Coordination
IR‐4(11): Integrated Incident Response Team
IR‐4(12): Malicious Code and Forensic Analysis
IR‐4(13): Behavior Analysis
IR‐4(14): Security Operations Center
IR‐4(15): Public Relations and Reputation Repair



� RS.MA: Incident Management

� RS.MA‐01: The incident response plan is executed in coordination with relevant third parties 
once an incident is declared
� RS.MA‐02: Incident reports are triaged and validated
� RS.MA‐03: Incidents are categorized and prioritized
� RS.MA‐04: Incidents are escalated or elevated as needed
� RS.MA‐05: The criteria for initiating incident recovery are applied

� RS.AN: Incident Analysis
� RS.AN‐03: Analysis is performed to establish what has taken place during an incident and the root cause of the incident
� RS.AN‐06: Actions performed during an investigation are recorded, and the records’ integrity and provenance are preserved
� RS.AN‐07: Incident data and metadata are collected, and their integrity and provenance are preserved
� RS.AN‐08: An incident’s magnitude is estimated and validated

� RS.CO: Incident Response Reporting And Communication

� RS.CO‐02: Internal and external stakeholders are notified of incidents
� RS.CO‐03: Information is shared with designated internal and external stakeholders

� RS.MI: Incident Mitigation

� RS.MI‐01: Incidents are contained
� RS.MI‐02: Incidents are eradicated

NIST CSF 2.0

National Institute of 
Standards and Technology 
(NIST) released the 
Cybersecurity Framework 
(CSF) 2.0 on February 26, 
2024.



� 17.1: Designate Personnel to Manage Incident Handling
� 17.2: Establish and Maintain Contact Information for Reporting 
Security Incidents
� 17.3: Establish and Maintain an Enterprise Process for 
Reporting Incidents
� 17.4: Establish and Maintain an Incident Response Process
� 17.5: Assign Key Roles and Responsibilities
� 17.6: Define Mechanisms for Communicating During Incident 
Response

� 17.7: Conduct Routine Incident Response Exercises
� 17.8: Conduct Post‐Incident Reviews
� 17.9: Establish and Maintain Security Incident Thresholds

CIS CSC v8 ‐ #17



� 3.6.1: Establish an operational incident‐handling capability for 
organizational systems that includes preparation, detection, 
analysis, containment, recovery, and user response activities
� 3.6.2: Track, document, and report incidents to designated officials 
and/or authorities both internal and external to the organization
� 3.6.3: Test the organizational incident response capability

NIST 800‐171r2



� President Biden signed into law the Cyber Incident Reporting for Critical 
Infrastructure Act of 2022 (CIRCIA) in March 2022

� Requiring the Cybersecurity and Infrastructure Security Agency (CISA) to 
develop and implement regulations requiring Covered Entities to report 
covered cyber incidents and ransomware payments to CISA.

� By requiring Covered Entities to report Covered Cyber Incidents and Ransom 
Payments to CISA, CIRCIA will 
» Allow CISA to rapidly deploy resources and render assistance to victims suffering attacks
» Analyze incoming reporting across sectors to spot trends and
» Share that information with network defenders so that they may take actions as they 
deem necessary to present themselves from becoming victims of similar incidents.

Cyber Incident Reporting for Critical 
Infrastructure Act of 2022 (CIRCIA)

https://www.congress.gov/bill/117th‐congress/house‐bill/5440/text



� There is a 60‐day public comment period beginning April 4, 2024 
and ended June 3, 2024

� You can read the NPRM in the Federal Register 
(www.federalregister.gov)

� You can review comments NPRM on the Federal eRulemaking 
Portal (www.regulations.gov)

� The final rule is expected in 2025 and would likely go into effect in 
2026

Notice of Proposed Rulemaking (NPRM)



� Covered Incident:
� “Substantial Loss of Confidentiality, Integrity, or Availability”
� “Serious Impact on Safety and Resiliency of Operational Systems and Processes”
� “Disruption of Ability to Engage in Business or Industrial Operations”
� “Unauthorized Access Facilitated Through or Caused by a: (1) Compromise of a [Cloud Service 
Provider], Managed Service Provider, or Other Third‐Party Data Hosting Provider, or (2) Supply 
Chain Compromise”

� Reporting & Timeline
� No later than 72 hours after Covered Entity believes that the covered cyber incident has 
occurred

� Reports a Ransom Payment no later than 24 hours after the payment

� Supplemental Report if substantial new or different information is available promptly

� Data and Records Preservation
� Maintained for two years following the last submitted report 

Security Incident Reporting 

https://www.cisa.gov/sites/default/files/2024‐05/24‐0630‐CCI‐One‐Pager‐20240410‐2‐508c.pdf



Cyber Audit Universe

Year 1
� Foundational

� Cybersecurity 
Program

� Risk Assessment

� Plan / Strategy 
Roadmap

� Policy Review
� Core

� Asset Management 
Inventory

� Vulnerability 
Management

� Vendor Management

� IAM

� Account 
Management

� Multi‐Factor 
Authentication

Year 2
� Configuration Management

� Patch management

� Logging and Monitoring

� Log sources
� Detection capabilities
� Existing Alerts
� Investigation / Triage

� Backup & Recovery
� Business Continuity 

Plan / Disaster 
Recovery

� Ransomware

� Incident Response
� App/Service Security

� Development 
(SDLC/DevOps)

� API Security
� Code Repository 

Management

� Threat modeling

Year 3
� Cyber Insurance
� Board Communication

� Third and Fourth Party 
Risk Management

� Mobile Device 
Management

� Mergers and 
Acquisitions

� Physical Security

For 
Consideration

� Leadership

� Staffing & Resources
� Skills/Capabilities

� IT/Infosec 
Training

� Software Development 
Lifecycle

� Secure Network 
Design/Architecture

� Endpoint Detection and 
Response

� Email Security
� Security Awareness 

Training

� Phishing exercises
� Penetration Testing

NOTE: These are considerations only and the decision and ownership is dependent on the environment and risk management.



� IIA GTAG
� Auditing Cyber 
Incident Response & 
Recovery

� ISACA

� Security Incident 
Management Audit 
Program

Resources



https://csrc.nist.gov/publications/detail/nistir/8374/draft

� NIST CSF (Cybersecurity 
Framework) Integration
� https://csrc.nist.gov/publications
/detail/nistir/8374/draft

� Associated Audit Topics
� Incident Response
� Detection & Monitoring

� Recovery (BCP/DR)
� Threat/Risk Asmt.



Do you test/validate your incident response plan at least 
annually with responders and executives?
A) Yes, at least annually
B) Yes, but greater than a year ago
C) No, but it is on the plan now!
D) No, we’re all good
E) Unsure

Polling Question #2



Incident Response Checklist 
for Non-IT Executives



Cyber Placemat



Download for Resources

Weaver's Incident 
Response Checklist Link

Weaver's Cybersecurity 
Map Link



� How often do we need to organize a table top exercise? And 
who needs to be involved?
� If IT functions are outsourced to a service provider, who 
own’s the Incident Response function?
� What in Incident Response has surprised you the most?

� What are the leading regulatory “gotcha’s” for incident 
response?

Common Questions Asked 
“For a Friend”



CISA, CIA, CDPSE
Partner, IT Advisory Services
reema.p@weaver.com

832.320.3254


