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Did you know that Connect ACUA allows you
to post new messages directly from your
email without logging in to the Connect
ACUA website?

For more details, check out the Quick Tip post on
Connect.ACUA.org
Your Higher Education Auditing Connection




= e ACUA Kick Starters

Use a Kick Starter to launch your next audit!

e Developed by ACUA members with subject matter expertise

e Focused on higher education specific topics

Do you have a great idea for an
ACUA Kick Starter? Contact
Heather LLopez at hlopcz@wsu.edu.
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WEBINARS

- . New Kick Starter Available!

Athletic Ticket Operations

Download today in the memberdy
section ofwww.ACUA.org
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Stay up to Date

AThe College and University
Auditor is ACUA's official
journal. Current and past
issues are posted on the
ACUA website.

ANews relevant to Higher Ed

internal audit is posted on the
front page. Articles are also
archived for your reference
under the Resources/ACUA

News.
Connect with us
£|w]infie

www.ACUA.org

Connect with Colleagues

ASubscribe to one or more Forums on the
Connect ACUA to obtain feedback and
share your insights on topics of concern
to higher education internal auditors.

ASearch the Membership Directory to
connect with your peers.

AShare, Like, Tweet & Connect on social
media.

Get Involved

AThe latest Volunteer openings are posted
on the front page of the website.

AVisit the listing of Committee Chairs to
learn about the various areas where you
might participate.

ANominate one of your colleagues for an
ACUA annual award.

ASubmit a conference proposal.

APresent a webinar.

AWrite an article for the C&U Auditor.

ABecome a Mentor.

AWrite a Kick Starter.

Solve Problems

ADiscounts and special offers from
ACUA's Strategic Partners

AUtilize Kick Starters

ARisk Dictionary

AMentorship program

ANCAA Guides

AResource Library

Alnternal Audit Awareness Tool

AGovernmental Affairs Updates

ASurvey Results

ACareer Center and much more.

Get Educated

ATake advantage of the several FREE
webinars held throughout the year.

AAttend one of our upcoming
conferences:

AuditCon
September 15-19, 2019
Baltimore Marriott Waterfront,
Baltimore, MD

AContact ACUA Faculty for training
needs.




ACUA WEBINAR MODERATOR
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ADondét forget to
connect with us on
social media!

ACUA SOCIAL NETWORKING

o ACUA Distance Learning Director
@ @ @ Tube Amy L. Hughes

N Director of Internal Audit
Michigan Technological University




Information Technology General Controls

Sudeshnaich MBA, CISA

Senior Information Technology Auditol
Office of Inspector General Service
Florida State University



Agenda

What are Information Technology General Controls (ITGCs)?
Why perform ITGC audits?

How to Audit ITGC?

Do I Do >

What are the Common Deficiencies and Findings?




Almost 1 million UW Medicine patients’ information
exposed in data breach
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M I m E m The Worst Cybersecurity Breaches of 2018 So Far
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Ga. university breach
risks health, personal
information of

417,000

you can use WIRED's grid-hacking guide to gauge when you should really freak out.

US Universities

[n March, the Department of Justice indicted nine Iranian hackers over an alleged spree of
attacks on more than 300 universities in the United States and abroad. The suspects are
charged with infiltrating 144 US universities, 176 universities in 21 other countries, 47
private companies, and other targets like the United Nations, the US Federal Energy

ommission, and the states of Hawaii and Indiana. The DOJ says the hackers

A data breach at UConn Health may have compromised the personal information of about
¥ u The Worst Cybersecurity Breaches of 2018 So Far

326,000 people last year, the health center announced Friday.
- i digital sphere, and the situation has been in a particularly delicate phase recently.

UConn Health said “an unauthorized third party illegally accessed a limited number of
employee email accounts,” which contained the Social Security numbers of about 1,500
people and other personal information of the remaining 324,500 potentially impacted

people.

Georgia Tech

April 2, 2019: Personal infarmation of current and former faculty, students, staff and student applicants of
Georgla Tech were accessed by a hacker through a central database. The database affected by the breach
includes names, addresses, Social Security Numbers and birth dates of 1.3 million individuals. This is the
university's second breach in less than a year.

Rampant Data Exposures

Data breaches have continued apace in 2018, but their quiet cousin, data exposure, has
been prominent this year as well. A data exposure, as the name suggests, is when data is
stored and defended improperly such that it is exposed on the open internet and could be
easily accessed by anyone who comes across it. This often occurs when cloud users
misconfigure a database or other storage mechanism so it requires minimal or no

authentication to access. This was the case with the marketing and data aggregation firm
Exactis, which left about 340 million records exposed on a publicly accessible server. The

trove didn't include Social Security numbers or credit card numbers, but it did comprise 2
terabytes of very personal information about hundreds of millions of US adults—not
something you want hanging out for anyone to find. The problem was discovered by
security researcher Vinny Troia and reported by WIRED in June. Exactis has since
protected the dara. butitis now facing a class action lawsuit over the incident.

700,000 Choice Hotels records leaked in

data breach, ransom demanded

Researchers found the unsecured database, but hackers got there first.




WHAT ARETGGE?



What are IT General Controls?

IT general controls (ITGCs) are the basic
controls that apply to all the system components
(such as applications, operating systems, databases)
data, processes and supporting IT infrastructure. The
objectives of ITGCs are to ensure the integrity of the
data and processes that the systems support.

1



Primary Areas of ITGCs

ITGC Framework
Access to Programs and Data
Change Management

Computer Operations

o I Do Do I»

Systems Development



ITGC; Types of Controls

Preventiveg Detectiveg Corrective

Preventiveg prevent problems from occurring (Proactive)
w {SANBIlIGAZ2Y 2F 5dziASa
w azZyAl2NAyYy3
w ! RSljdzZr &S 520dzYSyil dAazy
w t Kéaaolt al ¥S3dz NRa
Detectivec identify problems after occurrence (Reactive)
w [23IAYy3IT YR az2yArAidz2NAyd
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Correctiveg prevent recurrence of problems
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How big is your audit shop:

1) 1to 3 people
2) 4 to 6 people
3) 6to 10 people
4) > 10 people



WHY PERFORNIGCAUDIT?



why perform ITGC audits?

A DetermineEffectivenessnd Efficiencyof ITGC Controls

A Ensure controls related t6onfidentiality Availability andIntegrity of
data and information are adequate

A EnsureAvailabilityof missioncritical functions in a disaster situation

A ReviewCompliancavith applicable polices, procedures, laws




Why perform ITGC audits?

AL¢C aeaidgsSya adzLll2NI Ylyeé 2F (0KS
such as:

Student Records
Grading
Admissions
Finance
Purchasing
Human Resources
Research

We cannot rely on IT systems without effective IT General
Controls
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This is an example of IT environment at a major University

500 acres in Tallahassee
14,000 employees

$1.7 Billion Operating Budget
40-50,000 Network Connections
4500 Wireless Access Points
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Admissions

Advising

Alumni and Former Students
Benefits & Resources
Career Development
Financials

Human Resources

myFSU Identity Management

Reporting

Research

_




HOW TO PERFORM ITGC AUDITS?



ITGC; Audit Approach

A Understand and identify the IT Environment and systems to be
reviewed

U IT governance
U Policies, procedures, guidelines

A Perform interviews, walkthroughs, and revielwcumentationto
gain an understanding on processes

0 Who performs what function

U How something is done and documented

nil f | 1 | S not documen



ITGQ; Audit Approach (Continued)

A Validate existing controls to assess control operating effectiveness

0
0

0

What are the major controls?
Are the controls working as intended?

Pa

ArethecontrolsidF AYS GAU0K GKS ! yAOSN.
framework?

Are these controls reviewed periodically?

Who reviews these controls?



Does your organization have IT Security Policy?
1) Yes

2) No
3) Do not know



AUDITING IT GOVERNANCE AND
FRAMEWORK



Why do we need to audit IT Governance and Framework?
A Obtain an understanding of IT Framewark
U IT Security Policy, procedure, guidelines
A BSIUSNY¥AYS AT O2yUNRfta 20SNJ
reasonable and oversight is adequate
U IT reports and log

A Determine if IT operationsare-inAyS gAGK (GKS !
strategies and objectives

U IT reports and log



WW/\/\/\/W

xample of Policy Objective
(FSU)

4-ORA:9 internai Controis
Objective

The purpose of this policy is to provide guidance to help ensure the intemal
control objectives of the University are met. It is the responsibility of all Univefsity
employees to ensure protection of University assets and resources. Administfator
at all levels are responsible for establishing a strong control environment, setfing
the appropriate tone at the top, and displaying the proper attitude toward
complying withh these establisiied controis

4-ORH:5 Information Security Policy
Obijective

The FSU Information Security Policy establishes a framework of minimumm

standards and best practices for the security of data and Information Technolpgy

(IT) resources at Florida State University

_




AUDITING ACCESS MANAGEMENT
CONTROLSCOMMON TERMINOLOGIES



Access to Data

Data can be accessed via:
A Applications that create, edit, maintain and report data
A The network (Network domain administrators)

U 5F0F WLY ¢N}XyaAluQs WLY t NROS
A Primary servers (Server administrators)

U 5F0F WLY ¢NIYAATGQE WLY t NROS
A Databases (Database administrators)

U 5F0F W id wSadQs WLY ¢NIyaaido



Access to Programs

User Access Management:

User Access Provisioning

Excessive Access

Generic User ID and Privileged Access

User Access Review

Do Po o To Ix

User Access Darovisioning



Authentication

Authentication Controls
More powerful in terms of mitigating risk.

Authentication verifies that the login (ID/password) belongs to the
person who is attempting to gain the access, I.e., users are who they
say they are.

A Single Sigon
A Multifactor Authentication



Authorization

Authorization controls

Act of checking to see if a user has the proper permission to access a
particular file or perform a particular action, assuming that user has
successfully authenticated.

A Credential focused

A Dependent on specific rules and access control lists preset by the
network administrator(s) or data owner(s)



Physical Access Controls

Physical Access Controls

Limit access to buildings, rooms, areas, and IT assets.
A ID at the entrance

A Closing off access to laptops, desktops, and servers

A Safe structure for datacenter

U Natural disasterg tornadoes, earthquakes, floods, and
tsunamis.



Logical Access Controls

Logical Access Controls

Limits connection to computer networks, system files, and data to
authorized individuals only and to the functions each individual can
perform on the system. Logical security controls enable the
organization to:

A Identify individual users of IT data and resources.
A Restrict access to specific data or resources.

A Produce audit trails of system and user activity.



Does your organization require periodic review of user access rights?
1) Yes

2) No
3) Do not know



AUDITING ACCESS MANAGEMENT
CONTROLS



Why do we need to audit controls over User Access Management?

A To ensure:

U IT Policies and procedures contain details about user
management controls

A Unique user IDs

A Modification of existing user rights due to transfers or
role changes

A Disable and/or remove user accounts for terminated and
transfer users

A Periodic review of user access for all the users



Why do we need to audit controls over User Access Management?

A To ensure:

U Useraccessights are appropriately requested, reviewed, and
approved

U User accounts are unique and not shared

U All users and their activities are identifiable using unique user ID

U User access rights are in line with documented job requirement

U Leastprivileged access and ne¢o-know access for applications,
databases, and servers is enforced



Why do we need to audit controls over User Access Management?
(Continued)

A To ensure:

U Only authorized users have access to confidential and sensitive
Information
U Only authorized users have access to server room, datacenter
U All users and their activities are identifiable using unique user IL
U Only authorized individuals have elevated privileges and their
activities are logged and monitored:
A System administrators
A Database administrators
A Network administrators



Why do we need to audit controls over User Authentication and
Authorization?

A To ensure:

U Authentication and authorization controls are addressed in deta
In IT policies and procedures
U Authentication mechanisms are enabled
A Single Sign On
A Multi-factor authentication

U Password parameters are enforced for length, characters user,
locking of computer screen when not used for certain time,
password requirement to unlock the computer screen etc.

U Vendor default passwords are modified



AUDITING CHANGE MANAGEMEN"
CONTROLS



Change Management

Change management is the process that ensures that all chang
are processed in a controlled manner, including standard changes and
emergency maintenance relating to business processes, applications a
Infrastructure.

The main purpose of change management is to enable fast and
reliable delivery of change to the business and mitigation of the risk of
negatively impacting the stability or integrity of the changed environmer



Critical Points of Control in Change
Management

Evaluating Changes

Authorizing Changes

Testing Proposed Changes

Moving Approved Changes into Production Environment

> To TIo I






