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What’s your “Why?”











Objectives of the Session



Who cares?



Polling Question 1:
What is your role in managing third‐
party management?



ERM COSO Framework - "Enterprise Risk Management ‐‐ Integrating 
with Strategy and Performance"

Management reviews & 
audit assesses

Education & awareness 
of effective policies and 
practices

Procedures to ensure 
effective risk mitigation

How to manage risk:
Share it, avoid it, reduce 
it, or accept it

What is the impact and 
likelihood of risks?

What could go wrong?

Define objectives for 
strategy, operations, 
reporting, & compliance

Define the 
organizational structure, 
board policies, 
management risk 
appetite







Types of Third‐Parties



Polling Question 2:
How many third‐party vendors do you 
have at your institution?



What are the numbers?

• Who is managing and tracking these?



Identify 
Risks

Analyze 
Risks

Evaluate/ 
Rank 
Risks

Treat/ 
Mitigate 
Risks

Monitor 
& Review 
Risks

Risk Management Process

Risk
Management

Process



1) Planning & Risk 
Assessment

2) Due Diligence & 
3rd party Selection

3) Contracts4) Ongoing 
Monitoring

5) Termination

5 Phases of Third‐Party Monitoring



1) Planning & Risk Assessment



1) Planning & Risk Assessment



IT Governance Council



Focus of IT Governance Council



Focus of IT Governance Council



1) Planning & Risk 
Assessment

2) Due Diligence & 
3rd party Selection

3) Contracts4) Ongoing 
Monitoring

5) Termination

5 Phases of Third‐Party Monitoring



2) Due Diligence

• Who reviews these?
• Who is involved in making decision?



SOC Reports
WHO USES ITWHAT IT REPORTS ON

User auditor and user’s 
controller’s office

Internal controls over 
financial reporting

Shared under NDA by 
management, regulators 

and others

Security, availability, 
processing integrity, 

confidentiality or privacy 
controls

Publicly available to 
anyone

Security, availability, 
processing integrity, 

confidentiality or privacy 
controls

SOC 1

SOC 2

SOC 3



SOC 1 vs SOC 2
Transaction and Security 
Processing Controls Focus
[Essential for Revenue Software]

Security Controls Focus
[Essential for all service organizations
Including CLOUD service providers]

TYPE 2TYPE 1

• Organization 
system & controls

• Over a period of 
time

• Opinion on design 
of operating 
effectiveness of 
controls

• Organization 
system & controls

• At a specific point 
in time

• Key security issues
• Opinion on design 

of controls

TYPE 2TYPE 1

• Organization 
system & controls

• Over a period of 
time

• Opinion on design 
of operating 
effectiveness of 
controls

• Organization 
system & controls

• At a specific point 
in time

• Focus on security



Check CSPs with STAR Registry
• Cloud Service Providers (CSPs) complete 
the 



While You’re Asking Questions About Your 
Vendors…

first



Polling Question 3:
Who is involved in the due diligence for 
third parties at your institution?



1) Planning & Risk 
Assessment

2) Due Diligence & 
3rd party Selection

3) Contracts4) Ongoing 
Monitoring

5) Termination

5 Phases of Third‐Party Monitoring



3) Contracting



1) Planning & Risk 
Assessment

2) Due Diligence & 
3rd party Selection

3) Contracts4) Ongoing 
Monitoring

5) Termination

5 Phases of Third‐Party Monitoring



4) Ongoing Monitoring



4) Ongoing Monitoring

re‐



4) Ongoing Monitoring –What to Monitor



1) Planning & Risk 
Assessment

2) Due Diligence & 
3rd party Selection

3) Contracts4) Ongoing 
Monitoring

5) Termination

5 Phases of Third‐Party Monitoring



5) Terminations –Why?



5) Termination – Have a Plan, Build Into 
Contract



1) Planning & Risk 
Assessment

2) Due Diligence & 
3rd party Selection

3) Contracts4) Ongoing 
Monitoring

5) Termination

5 Phases of Third‐Party Monitoring

Continuous
Risk

Assessment



What About Third‐Parties Already Onboard?



Polling Question 4:
What are the next steps for YOU?



What do I do with this info?



Discussion & Take‐Aways

Robert.Clark@howard.edu
https://www.linkedin.com/in/robclarkjr/
www.RobClarkJr.com



See the ACUA website for more details 
www.ACUA.org

TopicDateMonth

Athletics7/27/23July

Lab Safety8/17/23August

Upcoming ACUA Webinars



New Kick Starter Available!

IT Disaster Recovery

Download today in the members-only Audit Tools
section of  www.ACUA.org



Next Kick Starter Release is July 15th!

Fraud Risk Assessments

Will be available in the members-only Audit Tools
section of  www.ACUA.org



CONNECT WITH US






