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Katja Freeman

In 2022, Katja accepted a position as Principal, Public Sector, Audit, Risk & 
Compliance with Diligent, formerly Galvanize and ACL. Previously, Katja was 
with the Auditor's Office at the City and County of Denver for 10 years, one of 
the largest local government auditing shops in the country, starting as Senior 
Auditor and getting progressively promoted to Audit Director. She also worked 
for almost three years for the Legislative Service Office of the State of Wyoming 
as a Performance Evaluator.

Katja has two master degrees in Political Science and Environmental Policy and 
got an audit analytics certificate from Rutgers University. She managed several 
performance, IT, and financial audit teams, as well as an audit analytics team. 
During her time with the City and County of Denver, Katja's teams won multiple 
awards by the Association of Local Government Auditors. Katja was also the 
Chair of the Professional Issues Committee dealing with auditing standards for 
the Association of Local Government Auditors.

Katja is now working with Diligent to use her extensive auditing knowledge in 
the public sector and apply it on a broader scale. The goal is to help public 
sector clients get support that is customized and appropriate for their audit, 
risk, and compliance work.

Principal, Audit, Risk & Compliance – Diligent
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Do you have a comprehensive internal control framework and risk assessment in place to fight fraud? What does the risk 
profile look like for the departments you are auditing?

‒ Introduction

‒ Fraud in Higher Ed – what has changed?

‒ Analytics , Automation, Visualization

‒ Continuous Auditing and Continuous Monitoring

‒ ERM

Agenda
Overview of where fraud can be prevented, detected, and deterred in an organization
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Have you increased your efforts in detecting fraud since the pandemic?

1. Yes

2. No 

3. I don’t know

4. We don’t have problems with fraud 

Polling Question No. 1
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Impacts of Fraud
“The typical amount of revenue lost to 
fraud is reported at 5%¹” (in reference 
to occupational fraud)

¹ ACFE 2022, Report to the Nations
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Admission Scandals in 2019
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Changes in Higher Ed since the Pandemic

Greater Reliance on Technology

Move to online and hybrid learning -> Required processes and infrastructure supporting online 
learning

Advantage: Allowed access to more students to access institutions that they could not have 
attended before

Disadvantage: Fraudsters and bots have taken advantage of an environment that is increasingly 
vulnerable to fraud

Higher reliance on technology increases vulnerability for incidences of fraud without the right 
controls

More online options
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Changes in Higher Ed since the Pandemic

Bot Activity

Allows for massive increase in outreach

• Short time on IP address

• Similar email patterns dissimilar from student name

• Consecutive ID numbers

• Similar pattern in length of sentences or paragraphs

Potential solutions: 

-> Require proof of identity to create an account

-> Monitor website traffic for signs of bot activity

Cont.
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Has your institution increased the number of online classes since 2022?

1. Yes

2. No 

3. I don’t know 

Polling Question No. 2
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Unintended consequences
Application fees
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Impersonating enrollees
Ghost Students
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Changes in Higher Ed since the Pandemic

Impersonation of real students

Example: In the spring of 2022, the Salt Lake Community College received thousands of fraudulent applications. 
Likely attempts to receive federal Pell grants.

More sophisticated attackers are impersonating real students and apply for financial aid on their behalf. 

-> More difficult to defend as a review is likely to find legitimate student data.

-> What can you do to prevent this from happening in the first place?

Use of data from real people or deceased individuals : 

- Birth dates in the 60s and 70s; increase of alternative students

- Use of information from death certificates

Cont.
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Changes in Higher Ed since the Pandemic

Theft of student information to commit fraud 

‒ Vulnerabilities: weakness of university systems

‒ Outdated technology makes it easier to for hackers to attack

 Update technology

 Conduct regular vulnerability reviews

 Add security measures such as multi-factor authentication

‒ Example: Attacks are becoming more sophisticated with SQL attacks through online forms on a Higher 
Ed website that is meant to support students and is instead used by hackers.

‒ Credential stuffing: Use of compromised user name and password combinations from other breaches to 
access accounts for financial gains or to access research data.

-> Need for training on cybersecurity best practices for staff, faculty, and students

Cont.
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Changes in Higher Ed since the Pandemic

FedRamp Autorization

Increase in cybersecurity attacks in Higher Ed

How can FedRAMP authorization potentially help?

See video on the next slide

Cont.
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Has student enrollment increased at your institution since 2022?

1. Yes

2. No 

3. I don’t know 

Polling Question No. 3
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“Proactive data monitoring was associated with 
52% lower losses and frauds detected in half the 
time.¹”

What Data Can Do for You

¹ Association of Certified Fraud Examiners, 2018 Report to the nations on occupational fraud and abuse

● Review 100% of data for indicators of fraud
● Automate tasks to increase resource capacity
● Quickly respond to identified fraud real time
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Types of Analysis 
Testing Ad Hoc/Sampling: 

● Manual 
● Time Consuming 
● Element of Human Error

Continuous:
● 100% Coverage
● Real time notifications
● Quickly covers large volumes of data
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Repeatable

Ad Hoc/Manual

No Process
No Data Analytic 
Program Exists today; 
rely on canned 
reports

Focus is manual 
testing as needed for 
both process and risk 
based analysis

Processes 
repeatable with 
Data Analytic tool 
but still requires 
manual execution

Automated
Processes 
automated and 
require little to no 
manual action

Continuous
Investigations and 
remidation of Data 
Analytic Program analysis 
now part of overall 
process, and real time 
efficiency is gained

Maturity Model
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Continuous monitoring and auditing are extremely 
important to identify and protect against fraud. 

-> Monitoring transactions and looking for anomalies. 

Monitor and review risk not once a year but continuously. 
Can be linked to a risk assessment; that review needs to be 
done regularly to understand the changing risk 
environment. 

Continuously audit data from recommendations to see if 
the remediation was successful. Test the controls.

Continuous Monitoring/ Risk Review vs. Continuous Auditing
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Set Parameters

• Easy for non-technical users to use

• Enter analytic parameters

• Set required and optional  
parameters

• Easy to track which parameters were set 
and to replicate analytics

26
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Reporting Results
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Process Results in the Platform

• Full audit trail of record changes and edits 
in the platform.

• Filter results and process records.

• Develop remediation processes & request  
additional information from stakeholders 
through integrated questionnaires.

Benefits

 Process your analytic results all in one place.

 Investigate exceptions and drill down 
deeper into the data.

 Integrated communication within a record 
for internal discussions

28
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Example of Dashboard Reporting
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Do you use analytics as part of your audit work?

1. Yes

2. No

3. I don’t know

Polling Question No. 4
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COSO

Principle 8 

One of the risk assessment component principles states: “The organization considers the potential 
for fraud in assessing risks to the achievement of objectives.”

COSO Guidance: Fraud Risk Management Guide, 2nd Edition, 2023
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Risk Scores and Risk Coverage across the Organization

Annual Risk Assessment Dashboard
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H1 Headline Goes Here

Body 1 Lorem ipsum dolor sit amet, consectetuer adipiscing elit, sed diam 
nonummy nibh euismod tincidunt ut laoreet dolore magna aliquam erat. 
Ut wisi enim ad minim veniam, Duis autem vel eum iriure dolor in hendrerit
in vulputate velit esse molestie consequat, vel illum dolore eu feugiat nulla.

Body 1 Lorem ipsum dolor sit amet, consectetuer adipiscing elit, sed diam 
nonummy nibh euismod tincidunt ut laoreet dolore magna aliquam erat. 

Body 1 Lorem ipsum dolor sit amet, consectetuer adipiscing elit, sed diam 
nonummy nibh euismod tincidunt ut laoreet dolore magna aliquam erat. 

‒ Bullet Point 1

H2 Sub-headline goes here
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Map Operational Risks to Annual Risk Assessment and Possibly ERM Framework
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Changes in Higher Ed since the Pandemic

Good practices

Conduct a fraud risk assessment – include planning step on fraud in each audit

Communicate with ERM program director and risk owners to understand their risk identification and mitigation efforts

Discuss fraud examples and best practices with other universities and colleges

Recommend multifactor authentication when possible to IT

Update technology

Use analytics and automation

Recommend regular cybersecurity training

Have a fraud hotline and formalize the process to report fraud, waste, and abuse

Cont.
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Stay in touch

Katja Freeman
Principal, Audit, Risk & Compliance – Diligent

kfreeman@diligent.com

Thank you!

mailto:kfreeman@diligent.com




Questions?



Upcoming ACUA Webinar

March 28th – Enrollment Management
To be presented by Baker Tilly

See the ACUA website for more details 
www.ACUA.org

http://www.acua.org/


Stay Updated

• The College and University Auditor is 
ACUA's official journal. Current and past 
issues are posted on the ACUA  website. 

• News relevant to Higher Ed internal  audit 
is posted on the front page.  Articles are 
also archived for your reference under the  
Resources/ACUA News.

Solve Problems
• Discounts and special offers from ACUA's 

Strategic Partners
• Kick Starters
• Risk Dictionary
• Mentorship Program
• NCAA Guides
• Resource Library
• Internal Audit Awareness Tools
• Governmental Affairs Updates
• Survey Results
• Career Center......and much more.

Get Involved

• The latest Volunteer openings are posted on 
the front page of the website.

• Visit the listing of Committee Chairs to learn 
about the various areas where you might 
participate.

• Nominate one of your colleagues for an 
ACUA annual award.

• Submit a conference proposal.
• Present a webinar.
• Become a Mentor 
• Write an article for the C&U Auditor.
• Write a Kick Starter.

   

Connect with Colleagues

• Subscribe to one or more Forums on the 
Connect ACUA to obtain feedback and 
share your insights on topics of concern 
to higher education internal auditors.

• Search the Membership Directory to  
connect with your peers.

• Share, Like, Tweet & Connect on social 
media.

Get Educated

• Take advantage of the several FREE 
webinars held throughout the year.

• Attend one of ACUA conferences:
Audit Virtual Spring Summit 
AuditCon (September 15-19)

Contact ACUA Faculty for training needs.
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