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LETTER FROM
THE EDITOR
By Ron Richards CPA, CIA, CRMA
Editor

Hello readers! I thought I would take advantage of this my first edition to introduce myself and
ask for your assistance. I am the Director of Internal Audit at the University of West Georgia,
and joined this family of higher education auditors in 2011 after spending 25 years in corporate
finance and audit. This will be my first real foray into ACUA service, so please be kind.
My prior audit and consulting experiences took me across the globe in my role as Director of
Internal Audit for the Atlanta-based company Worldspan which later became part of Travelport
after the two companies merged. One of the more interesting reviews I conducted was an audit
in Seoul, South Korea where the “CIA” on my business card received quite a few interesting
looks and chuckles! I assured them that it was not that kind of CIA!
I also participated on a team developing a potential business relationship in China. My
role was to help them understand the company’s financial records we provided. The
concept of “depreciation” was not one they understood. It was fun to explain to them,
although it did bring back memories of Accounting Theory class! All physical
infrastructure for their state-run business was provided by the government so the cost and
expenses of operating the facility were not ones they had considered. We all learned a lot
together!

Through all the varied
experiences, I found
that one of the most
important aspects of
the job was to build a
professional relationship
with the client/customer
and gain their trust.

Through all the varied experiences, I found that one of the most important aspects of the
job was to build a professional relationship with the client/customer and gain their trust.
This is just as relevant today as it was then and applies equally to higher education as it
does in the corporate world.

I’m excited about the challenge this volunteer position offers, and will strive to keep the
Journal relevant and valuable while continuing the great work done by my predecessor,
Sam Khan. I’m sure I can do that; with your assistance and support.
Having said that, I have two requests for each reader of this article.
• Please consider submitting an article for a future issue of the Journal. We all like reading

about what others are up to, and would be most interested in reading your article. The
Journal has a good group of copy editors who can bring out the best in your idea.
• Secondly, I would like to begin including a section where readers can submit brief letters

commenting on current events, or articles published in the previous edition of the Journal.
Your thoughts and contributions would be greatly appreciated. These can be directed to
Ron Richards at rrichard@westga.edu.
I hope you enjoy the articles included in this issue, and the collection of ACUA conference
photos. n
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LETTER FROM
THE PRESIDENT
By Pamela Doran CIA, CISA, CPA
President

Dear ACUA Friends and Colleagues,
I am honored and thrilled to be serving as your President this year! As my first order of
business, I want to personally thank Vijay Patel for his leadership and dedicated service to
ACUA as this past year’s President. Vijay’s commitment and the many hours of time he
volunteered to better the organization are admirable. Thank you Vijay!

My focus for the coming year is on Building Partnerships and increasing our reach by
Raising Awareness of internal audit to our Higher Education Constituencies. ACUA
My focus for the coming has already formed many partnerships such as our strategic partners; Audimation,
Baker Tilly and TeamMate, as well as other related organizations including AHIA,
year is on Building
COGR, Educause, IIA, NACUBO, and URMIA. We will continue to build on these
Partnerships and
partnerships and establish new partnerships with the goal of raising awareness about the
increasing our reach by tremendous value internal audit provides. The more people who understand our value,
our purpose; the greater recognition there will be for internal auditors. We have reached
Raising Awareness
many people, but I feel we have many left to reach. We all have a vested interest in
of internal audit to our
raising the awareness of internal audit.
Higher Education
ACUA’s Internal Audit Awareness Committee has developed tools that we can all use
Constituencies.
at our own institutions and when we speak at other functions. The ACUA Faculty also
plays a role in increasing awareness. Check out the internal audit awareness tools and
the ACUA Faculty on ACUA’s website under the Resources section.
What a fantastic 60th Annual Conference ACUA held in Miami, September 11–15, 2016!
Richard Chambers, President and CEO of The Institute of Internal Auditors kicked-off the
conference with a discussion about maneuvering the politics of internal auditing, how we stay
relevant and how internal audit can add value. Terry Hartle from the American Council on
Education gave us an update on government’s effect on higher education, what we can expect
the impact to be on higher education from the presidential candidates and how internal
auditors can help in the conversation. We heard about courageous leadership from Loretta
Love-Huff, as well as hearing from many other speakers on an array of topics during the
conference. In addition to the enlightening educational sessions, there were several
opportunities for networking and enjoying the culture and sights of Miami. Thanks to
everyone involved with making the annual conference the success it was; the Annual
Conference Director, the entire Professional Education Committee, the track coordinators,
speakers, proctors and Kellen staff.
I would like to take this opportunity to thank Jana Briley for all her efforts and commitment
as past Chair of the Professional Education Committee (PEC). PEC is responsible for planning
ACUA’s conferences, webinars, and activities involving the ACUA Faculty. Jana put forth
countless hours and energy to make ACUA and its educational opportunities valuable and
special. Thank you so much for your volunteerism and service to ACUA!
Make sure you mark your calendars for ACUA’s Midyear Conference on April 10–13, 2017 in
the vibrant city of Austin, Texas; the capital of the Lone Star State. The Midyear Conference
is designed as a 2 ½ day intensive course where participants will have a choice of selecting one
of five or more tracks in which to focus. Tracks typically include topics such as higher
education compliance, IT, fraud, audit essentials, audit software and risk management. Of
course, there will also be plenty of opportunities to network and enjoy some of what Austin
has to offer.
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Some of our ACUA member institutions have suffered traumatic
losses as a result of Hurricane Matthew. On behalf of all our
ACUA members, we are deeply saddened by the events of the
storm. Perhaps we can assist by helping our institutions be
prepared for natural disasters and their aftermath. I have asked
PEC to think about opportunities for ACUA to help us provide
this assistance.
Thank you to all our members who volunteer their time and
energy to make ACUA a valuable and successful organization.
We couldn’t accomplish any of this without you! n
All the Best,

Pam
Pamela Doran CIA, CISA, CPA
ACUA President
Executive Director, Audit & Advisory Services
University of South Carolina
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By Toby DeRoche MBA, CIA, CCSA, CRMA, CICA

THE MILLENNIAL EVOLUTION
he millennial generation is now firmly embedded in the workplace, including in
internal audit and compliance departments. A recent Deloitte Millennial Survey1
predicts that “Millennials, who are already emerging as leaders in technology and other
industries, will comprise 75 percent of the global workforce by 2025”. From a management
perspective, we need to blend the realities of the work we do with the sociable, optimistic,
collaborative, tech savvy, and achievement oriented millennial staff.

T

Millennials want to work
for organizations that
support innovation.

Audit and compliance departments are typically very conservative, slow to change, and
risk averse. By contrast, millennials are joining the team with “higher expectations than
any generation before them—and they’re so well connected that, if an employer doesn’t
match those expectations, they can tell thousands of their cohorts with one click of the
mouse”.2

Obviously we are speaking in broad generalities about an entire generation, but typically
Millennials have grown up with more technology introduced at an earlier age than anyone in
history. Recent college graduates were introduced to video games by age 5, cell phones by age
12, social media by age 15, and mobile technology by age 19. In fact, the past 8 years, the time
this group spent in high school and college, saw unprecedented technological growth. The
chart below (see Figure 1) highlights just a few of the technology advancements available to this
group over their most impressionable years.
Figure 1

ABOUT THE AUTHOR

Toby DeRoche is a Certified
Internal Auditor who holds an
MBA with an Internal Audit
specialization from Louisiana State
University. He is also certified in
Control Self-Assessment, Risk
Management Assurance, a Certified
Internal Control Auditor, and is
experienced in the identification and
documentation of weaknesses that
result in heightened business risk
while recommending solutions to
such situations.

MILLENNIALS IN INTERNAL AUDIT
Given their technology soaked history, Millennials want to work for organizations that
support innovation. The Deloitte Millennial Survey also found that “78 percent of Millennials
were strongly influenced by how innovative a company was when deciding if they wanted to
work there, but most say their current employer does not encourage them to think creatively.
1
2

The Deloitte Millennial Survey
Managing Millennials
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Since we know audit and compliance departments often delay introducing technology and innovation,
we need to be more diligent if we want to attract and keep the highest quality millennial employees.
After speaking informally with many, many audit departments, we have found several key technology
innovations that need to be in place:
• Data Analytics
• Data visualization and dashboards
• Mobile documentation tools
• Continuous training

We also need to plan ahead so that we maintain the momentum we gain. A recent study3 by The
Institute of Internal Auditors (The IIA) identified six steps to developing an effective, long-term
technology strategy for audit:
• Conduct a critical assessment of the current use of technology
• Conduct an inventory of your technology tools and create a grid linking tools with audit efforts
• Develop plans and strategies for internal auditors to leverage the potential of technology and keep

pace with technological advancements
• Establish close ties with the organization’s IT function to ensure you are pursuing complementary

strategies and taking advantage of available technological resources and protocols
• Develop a long-term technology strategy
• Develop a comprehensive training program to support current and long-term technology use

If you feel that your department is behind the technology maturity curve, one of the easiest and most
effective changes you can make is to introduce data analytics into your department. Most recent
college grads were introduced to data analytics techniques and analytics software in their audit and
accounting courses. They expect to use these tools as professionals. We may even be able to take
advantage of this newly acquired asset and have the millennials lead the charge for adopting more
advanced technology in our departments.
CHALLENGES WITH THE FACEBOOK GENERATION
Interview Skills
Audit managers often have trouble understanding the work habits of the Facebook generation. One
of the common complaints among managers revolves around interview skills. Generally speaking,
Millennials seem reluctant to engage in face to face meetings. Traditionally, we are
One of the common
taught that the most effective interview is conducted in person. We use technology as a
complaints among
tool for information gathering and setting up the face to face interview. Younger staff
members often takes an opposite approach, attempting to complete all information
managers revolves
gathering and interview through email. A recent article titled, “How to Help Millennials
around interview skills.
Shine in the Workplace,” points out that most millennials value the “tools that enable
Generally speaking,
the convenience” but they may require coaching to “be cognizant of when situations call
for face time, and when IMing or emailing is ok.”4 They may default to the
Millennials seem
communication tools that they see as the most convenient, but that is not to say that
reluctant to engage in
they are avoiding meeting in person. Seeing another person’s reactions during an
interview in person has unique advantages over electronic communications. You may
face to face meetings.
3
4

Imperatives for Change: The II A’s Gl obal Internal Aud it Survey in Action
How to Help Millennials Shine in the Workplace
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They believe the biggest barriers of innovation were management attitude (63 percent), operational
structures and procedures (61 percent), and employee skills, attitudes, and diversity (39 percent)”. We
cannot expect this highly motivated, fast paced work group to slow down to match a lagging
workplace environment.

Written Communication
Educating all of your staff on interviewing skills and appropriate business communication techniques will
probably improve both those who over rely on email and those who could use it more effectively. One training
session on business communication may not be enough to correct years of habits developed by millennials.
Often the emails sent out by less experienced staff are very short and informal, much like a posting on
social media. As with any other skill, written communication skills should be monitored and developed.
Receiving Criticism
The ability to give constructive criticism in a manner that is easily accepted is an incredibly hard skill
for managers to develop. When the manager has a millennial sitting across the table, the situation can
be even more difficult. Those just entering the workforce have been call “The Trophy Generation5 ”.
They sometimes appear to need endless reassuring and only positive feedback. In reality, they are often
seeking out any feedback, positive or negative, so they can make improvements, and they “work hard
to sure it’s of a positive nature” 5 .
Promotions
Senior management will need to set clear expectations for incoming staff. Millennials have been raised
in a world where achieving a goal results in a reward. A common situation has been noted where
managers present younger staff with a positive review of their work. In the manager’s mind, telling the
person that they have met or exceeded expectations means that they are on their way to being a good
auditor, probably over the next 3-5 years. In the millennial’s mind, they have met the goal and can
now move on to the next level, probably immediately. Establishing clear goals with progression paths
that include an understanding of promotion opportunities and realistic timelines is critical. Without
clear expectations, millennials are more likely to switch companies for an upward title change than to
wait for your department to have an opening for the next position.
Remote work
The article “How to Help Millennials Shine in the Workplace4 ” explains that “Millennials want
flexible work schedules to achieve a better work-life balance. According to the report 6 , 77 percent of
respondents said flexible work hours would increase their productivity, while 39 percent said that
working remotely would do the trick.”
The request to work remotely may not be part of your traditional process, but let’s not dismiss the idea
out of hand. In most audit departments, you hand a new hire a laptop, email and instant message
software, a VPN token, and a company issued cell phone on their first day. Then you tell them to carry
this mobile command center into the office every day. The logic behind working from the office is very
hard to support. A more progressive policy may be one that allows a flexible work location and flexible
hours. If you set the expectation that many tasks do need to be performed in the office, like in person
interviews, it can be acceptable to allow some documentation and testing to be done from home.

Once hired, the
millennial generation is
one that may upset a
department’s
conventional practices,
but it is worth the effort.
5
6

WORTH THE EFFORT
With the cost, time commitment, and stress we go through to hire and train any new
employee, it should go without saying that we want to retain every auditor we hire. Once
hired, the millennial generation is one that may upset a department’s conventional
practices, but it is worth the effort. Millennials are bringing new skills into our teams,
and they often come prepackaged with a higher level of technological expertise. The
knowledge they bring, coupled with a desire to succeed, is a perfect opportunity for
audit management to bring on board a new breed of highly successful, capable, and loyal
team members. n

“Gen Y” interns: 7 Reasons Why They Are Good Hires
The Millennial Mind Goes to Work
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even meet them halfway and implement an interview program using WebEx, Skype, or other meeting
technologies that are available.

INSTITUTIONS OF HIGHER EDUCATION

INTERNAL AUDIT DEPARTMENT

START‐UP GUIDE

The primary purpose of this guide is to serve as a reference
tool, one of many you will likely use as you establish an
audit function that best fits the needs and resources of your
organization. The information and examples have been
collected from very successful audit shops and truly
represent many of the best practices in higher education
internal audit. They may or may not fit your needs, but they
will all provide valuable guidance and ideas as you work to
establish your new audit department.
Contents of this guide include:
 Establishing the Authority of the Department with
sample charters and policies
 Getting the Department Operational, with concrete advice on risk assessments,
annual planning, quality assurance, fraud investigations, and marketing the new
department
 Reporting to all constituencies, including examples of reports used by ACUA members
 List of resources and key terms
 And so much more!

Please contact the ACUA Executive Office at acua-info@kellencompany.com, call 913.222.8663
or visit the ACUA Store on ACUA’s website www.acua.org for more information.
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How to Utilize the Power of
Gratitude at Work

I

f you’re grateful but don’t take the time tell anyone, does it count? Maybe, but it’s a bit like
clapping with one hand. You know you’re doing it, but does anyone else? Probably not. When
shown appropriately, gratitude has tremendous power. At a minimum, it will keep you from
appearing like an ungrateful and uncouth toad. On the other end of the spectrum, well-expressed
thanks can open doors, solidify relationships, and change careers. The key to giving and getting
with gratitude is knowing who to thank, when to thank them, and how to do it.

Harness the power of
“thanks” and step up
your gratitude game.

WHO TO THANK
Thank up; thank down; thank out; and thank around.
Thank up. When bosses take the time to support you, provide you with an opportunity, or
include you in something to which you’re not usually privy—thank them. Chances are, the
next time they are deciding to whom they will extend an invitation, your name will appear
higher on the list than it might have had you failed to recognize an earlier kindness.

ABOUT THE AUTHOR

Kate Zabriskie is the president of
Business Training Works, Inc., a
Maryland-based talent development
firm. She and her team help
businesses establish customer service
strategies and train their people to
live up to what’s promised.
For more information, visit
www.businesstrainingworks.com.

Thank down. Maybe your team stayed late to finish a project. Perchance someone put forth
extra effort to create a presentation. Perhaps an employee who has had a hard time meeting
expectations finally does so. If you want those types of activities to continue to occur on any
kind of regular basis, you need to recognize them.
Thank out. Customers, colleagues, and suppliers will support you if they feel you
acknowledge their efforts. If you want to grow and build your network and workplace support
system, those are the people you must cultivate. Doesn’t it make sense to nurture the
relationships you have with them?
Thank around. Do you take the time to thank your office’s cleaning staff? Have you done
anything to appreciate the cafeteria’s cashier? How about the security guard? A lot of
people forget those individuals, and they shouldn’t. After all, chances are nobody would
miss the CEO if he or she were absent for few days. Try that with the janitorial staff—not
a pretty thought.
9 COLLEGE & UNIVERSITY AUDITOR
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By Kate Zabriskie

“thank you” will most
likely seem hollow.

Gratitude should feel real and be relevant. If either one of those elements is missing, your
“thank you” will most likely seem hollow.

HOW TO THANK
The words “thank you” are an adequate choice for acknowledging common courtesies shown to you.
However, when people go beyond the basics, your recognition should as well. By following a few simple
guidelines, you can quickly and easily step up your gratitude game.
Get specific. Focus on a detail, and your “thank you” will mean more. For instance, “The lemon
muffins you made and brought into the office today were some of the best I’ve ever had. The glaze
was amazing. You were so thoughtful to share them with us.” That’s a whole lot better than “Thanks
for the muffins.”
Get personal. Share with others how what they’ve done meant something to you, and your
thanks will both seem and be more sincere. With a little thought, you can connect feelings to the
most mundane topics. For example, “John, I wanted to tell you how much I enjoyed and
appreciated your presentation this afternoon. I’ve struggled with using PowerPoint animations and
have never been able to get them to look professional. I learned a lot from watching what you did.
You have real talent.”
Great creative. Ironically, the phrase “thank you” hinders most people’s ability to express gratitude
effectively. Avoid using the phrase at the start of your sentences, and you’ll find you are more
imaginative. For instance, “Thank you for allowing me to attend today’s meeting. I appreciate the
opportunity to be included in the decision-making process.” That’s okay, but consider the following:
“I learned a lot about the decision-making process at this meeting. I never understood how the
committee system worked until today. It was real eye opener. I appreciate you allowing me to
attend.” Choice number two is stronger and it doesn’t use the words “thank you.”
Get to your keyboard. Email is appropriate when a verbal “thank you” seems a bit inadequate or
is not possible. Although you don’t want to fill people’s inboxes with unnecessary messages,
recognize that for most folks, it is a pleasure to receive an occasional note of appreciation among the
usual dreck. Start typing.
Get out your stationery. If you really want to show your thanks, think “old school.” These days,
hand-written notes are few and far between, so when you take the time to craft one, it won’t go
unnoticed. Write at least three sentences using your best penmanship, focus on a detail, and tell your
recipients how what they’ve done for you has made a difference.
So there you have it: the who, what, and how of a good “thank you.” And at this point, if you are still
reading, I sincerely appreciate your taking the time to consider these ideas. As you might imagine, it’s
great to feel as if what you have to say might be useful to someone. You’ve made my day. Thank you! n
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WHEN TO THANK
The world would be kinder and gentler place if people displayed more grace. Can you imagine how
your workplace would function if everyone expressed sincere gratitude at least once an hour? Motivated,
appreciated, and valued are some possibilities that come to mind. When you think about it, once an
hour may be a bit much at first, but it is not a bad goal to work toward. And as with most activities,
the more you do it, the easier it will become. But be warned: you must choose well.
Gratitude should feel
Recognizing people inappropriately is worse than not recognizing them at all.
real and be relevant.
For example, ask any kid how much a certificate, award, or trophy received for some
If either one of those
trivial activity meant to him. If you don’t already know, the answer is a whole lot of
elements is missing, your “zero.” Kids are not stupid, and neither are the big people they turn into.

Unlock the power within your data
Unlock
IDEAthe
10power within your data.

Discover

Visualize

the secrets hidden in
your data

your data graphically
within dashboards built
by you

IDEA 10 Brochure (Final) Letter.indd 1

Advise
your business based on
better insights

As an ACUA Strategic Partner, we help
college and university auditors:
• Prevent fraud schemes including
P-card misuse, false vendors and
fraudulent reporting
• Analyze student records to
compare disbursed amounts for
each federal program
• Analyze federal student aid
regulations to identify noncompliance

10/27/2015 4:06:54 PM

Exclusive Benefits for ACUA Members
• Preferred pricing on IDEA, IDEA Server and all Audimated Apps
• Discounts on annual license renewals
• Discounts on IDEA training events
• Special sessions at ACUA Midyear and Annual Conference

Interested in IDEA? Contact us at 888.641.2800 / info@audimation.com
for a live on-line demonstration. Visit audimation.com for free webcasts and videos,
training opportunities, and other helpful content.
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Information Technology (IT)
Governance Research & Analysis
By Carlos S. Lobato, CIA, CISA, CISSP, CPA

E

very organization, to one extent or another, has a defined mission, strategic goals and
objectives. To ensure the achievement of their mission, goals and objectives, every
organization should implement effective enterprise governance.

Information is a key resource for all enterprises, and from the time that information is
created to the moment that it is destroyed, technology plays a significant role.

To ensure the
achievement of their
objectives, every
organization should
implement effective
enterprise governance.

Governance ensures that stakeholder needs, conditions and options are evaluated to
determine balanced, agreed-on enterprise objectives to be achieved; setting direction through
prioritization and decision making; and monitoring performance and compliance against
agreed-on direction and objectives.

As depicted in the following figure, governance helps the enterprise create value by providing
structure to evaluate and balance benefits, risks and resources as necessary to satisfy the needs
of the stakeholders.
Figure 1

ABOUT THE AUTHOR

Carlos S. Lobato is New Mexico
State University’s IT compliance
officer. He is responsible for ensuring
IT activities comply with applicable
regulatory requirements. Lobato has
extensive, private sector, banking,
local government and higher
education auditing experience and
holds both auditing and technical
IT certifications.

The Chief Information Officers (CIO) Magazine defines IT governance as:
Simply put, it’s putting structure around how organizations align IT strategy with
business strategy, ensuring that companies stay on track to achieve their strategies and
goals, and implementing good ways to measure IT’s performance. It makes sure that all
stakeholders’ interests are taken into account and that processes provide measurable results.
An IT governance framework should answer some key questions, such as how the IT
department is functioning overall, what key metrics management needs and what return
IT is giving back to the business from the investment it’s making.
Is it something every organization needs?
Yes. Every organization—large and small, public and private—needs a way to ensure that the
IT function sustains the organization’s strategies and objectives.
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WHAT IS IT GOVERNANCE?
The IT Governance Institute, Governance of Enterprise IT (GEIT) – COBIT 5, a business
framework for GEIT, defines governance as:

mission, goals and

REGULATORY REQUIREMENTS
IT is so pervasive in all organizations and the risk to related activities and data is great. Regulatory
bodies have established regulations and standards to facilitate proper protection of data, effective
handling of data breaches, and timely reporting to affected parties including public and governing
federal agencies when applicable. Currently most organizations are subject to many regulations governing:
• data retention,
• confidential information,
• financial accountability and
• recovery from disasters.
Table 1: The following table presents the main data- privacy regulations that apply to IT activities
and data within most institutes of higher education.

Regulations

Type of protected data

HIPAA — Health Insurance Portability and
Accountability Act

Protects the privacy of protected health
information (PHI).

GLBA — The Gramm-Leach-Bliley Act

Protects nonpublic data i.e. personally
identifiable information (PII).

RFR — Red Flags Rule

Requires identity theft prevention
programs.

FISMA — Federal Information Security
Management Act

Requires proper protection and security
of data involving federal grants and
contracts.

PCI DSS — Payment Card Industry Data
Security Standard

Contractual standard to protect credit
card and PII data.

While none of the above standards and regulations yet require IT governance specifically, many
organizations have found it to be an excellent way to ensure regulatory compliance. Implementation
of IT governance will enable internal controls and structure to meet the core guidelines of related
requirements. Despite no specific requirement for IT governance programs per se, the above
standards and regulations do require data governance programs that ensure compliance with
regulatory requirements holistically, and data-privacy regulations acknowledge that IT governance
should precede data governance as the latter is just a subset of the overall governance of IT. In other
words, the above standards and regulations make it essential that IT governance be in place.
Emerging IT Governance Requirements
The U.S. Department of Education Privacy Technical Assistance Center (PTAC) is, as of this writing,
in the process of developing guidance for institutions of higher education regarding IT governance
and will publish the guidance towards the end of the year. The PTAC has developed a series of
checklists focused on data privacy and security. For colleges and universities to claim compliance
with the Family Educational Rights and Privacy Act (FERPA), the recommended practices in these
checklists must be in place. These checklists are the first steps in the development of a broader IT
governance requirement and can be accessed at http://ptac.ed.gov/toolkit.
IT GOVERNANCE AT AN INSTITUTION
An IT operation at any given campus can include:
•
a central IT function with specific operations pertaining to application maintenance and

workstation, database, security, server and network administration. This central function is often
being led by a Chief Information Officer (CIO);
• de-centralized IT functions performing many of the same operations; and an end-user (or unit/

department-level) IT component performing a sub-set of selected IT operations.
13 COLLEGE & UNIVERSITY AUDITOR

Audit Tools

FERPA — Family Educational Rights and Privacy Act Protects the privacy of student data.

To ensure optimal value from IT resources by maintaining a balance between realizing benefits while
optimizing risk levels and resource use. An effective IT governance model needs to be established to
develop an effective IT strategic plan that prioritizes IT investments and guides IT decision-making
for all projects at the institution. At a minimum, this model should include the following:
• Executive oversight for the strategic IT investments.
• A process for identifying and prioritizing potential future projects.
• Tactical involvement from the representative departments to discuss and prioritize project requests

in a collaborative fashion. This process needs to ensure that the needs of all institutional
departments are identified and prioritized.
• An architectural review board which helps to identify new technology standards to be used across

the University, particularly for enterprise systems.
• Defined support roles and responsibilities for central IT and the departmental units.
• Clear decision-making and escalation procedures to maintain project momentum.

Considering the above definitions of IT Governance, common essential best practices all auditors
should look for include:
• A management structure that properly depicts the actual scope of management authority and

responsibility of the CIO.
— The CIO should have institutional responsibility.
• Ensuring decentralized IT departments have reporting lines to the CIO, dotted or otherwise.

Issues facing an institution when effective IT governance is not in place can include:
• Lack of defined IT governance will complicate efforts to assure institutional compliance with data-

privacy regulations and to implement good security controls.
• Lost benefits from holistic efficiencies, improved project management, reduced risk, and improved

resource optimization from IT.
• Duplication of effort and redundant applications being used by decentralized units.

New Mexico State University (NMSU) recognized the need to implement an IT governance
framework in 2012 as recommended by auditors and outside IT consultants. An IT Governance
Policy has been approved by the NMSU Board of Regents, the actual implementation of the
framework is being led by the CIO and at present the University is in the process of creating the
supporting structure, forming the major committees along with their respective charters, standards
and procedures. A copy of the policy can be found here (1.30 Information Technology Governance).
IT GOVERNANCE IN HIGHER EDUCATION
EDUCAUSE is a community association of IT leaders and professionals committed to advancing IT
in higher education. According to the EDUCAUSE website, www.educause.edu, EDUCAUSE is
guided by the following principles:
1. Enhancing the value of being an EDUCAUSE member by:
a. Building the profession
b. Continually working to remain cost effective and affordable
c. F ostering the common good: leveraging knowledge and resources to benefit the community
2. Leading and innovating by:
a. Taking a leadership role on issues important to the higher education ecosystem
b. Partnering with other organizations to advance higher education
c. S urfacing emerging trends and supporting innovations that will advance higher education’s
core missions

14 COLLEGE & UNIVERSITY AUDITOR

Audit Tools

• IT policy exists and has been approved by the governing body of the institution.

3. Building community by:
a. Cultivating community: the relationships, commitment, and collective actions it catalyzes
b. Facilitating collaboration among members: integrating diverse talents and experience,
working together to address common issues, and collecting and sharing relevant data sets
and best practices
c. S upporting standards and approaches that enable knowledge sharing and collaborative work
4. Expanding diversity and inclusion by:
a. Encouraging diversity in perspective, opinion, and representation
b. Infusing principles of diversity and inclusion into activities and programming
c. Seeking to continually broaden our membership in service of higher education
EDUCAUSE is researching issues affecting universities with regards to IT governance and has
published a brief identifying best practices at institutions of higher education. The key findings
identified in this publication include:
• Formal enterprise or IT risk management and compliance programs are the exception

rather than the rule. More common are informal processes and procedures for dealing with risk
management and compliance.
• Most institutions have a formal institutional governance body in place. About half have a

formal IT governance body.
effectiveness with which they are being addressed. Information security is viewed as the most
important risk to address, yet the perceived effectiveness with which it is addressed does not
match its importance.
• Maturity in risk management is associated with stronger governance and compliance

efforts and processes. In addition, those with more mature IT risk management programs have
a greater influence on institutional leadership decisions.
• Those with an IT governance body in place are more likely to involve others—

particularly faculty, students, and alumni—in both IT budgeting and other IT
governance decisions. This increased involvement may facilitate or enhance communication of
IT GRC issues across the institution.
• When embarking on IT GRC initiatives, priority should be given to establishing or

strengthening the risk management program. Maturity in risk management is associated
with stronger IT compliance and governance processes.
• CIOs have the opportunity to leverage their positions as IT governance leads to convey

the importance of initiating and developing formal IT risk and compliance programs.
Formal programs in risk and compliance are associated with more investment and better practices
in IT risk and compliance.
The full report can be accessed at: http://www.educause.edu/library/resources/it-governance-riskand-compliance-higher-education.
The implementation of
an effective IT
governance program
will help ensure optimal
value from IT resources
while optimizing risk

SUMMARY
The implementation of an effective IT governance program will help ensure optimal value
from IT resources while optimizing risk levels and resource use. This will facilitate
achievement of the organization’s mission, goals and objectives. University auditors can
add value to their institutions by objectively and independently evaluating the IT
governance program and helping the organization to be positioned to best manage
emerging risks and regulations related to IT governance practices. n

levels and resource use.
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• There are significant gaps between the perceived importance of specific risks and the

What is the ACUA Risk Dictionary?
The ACUA Risk Dictionary is a comprehensive database of
risks and their associated controls for areas specific to
higher education. Higher Education audit departments can
use the risk dictionary for identification of an audit
universe specific to higher education which can be used
for performing their annual risk assessments and
preparing their annual audit plan.
The ACUA Risk Dictionary can also be used to prepare project level risk assessments for areas such as:
‐ NCAA Compliance
‐ Student Financial Aid
‐ Export Controls
‐ Research Compliance and many more!
After having identified the risks for your audit project, the ACUA Risk Dictionary contains the
associated controls which can then be used to prepare an audit program to test whether the proper
controls exist.

Is the ACUA Risk Dictionary for YOU?
Business officers, risk officers, compliance officers and other higher education leadership can use the
ACUA Risk Dictionary to provide a comprehensive list of areas that could likely need their attention.
For someone new to their position or new to higher education, the ACUA Risk Dictionary will be
especially beneficial in identifying not only broad areas where inherent risks are common, but also
specific risks within those areas and their associated controls.
In the absence of a formal risk management structure, the ACUA Risk Dictionary provides a concrete
and comprehensive starting point for identifying, evaluating, and managing risks across the
organization.
You now have the ability to submit new risks and controls for the dictionary. The Risk Dictionary is a
living document, so check it out with an eye toward what you can contribute.
The ACUA Risk Dictionary is available for FREE as a benefit of ACUA membership or by subscription to
non‐members.
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ACUA Awards Presented at the
2016 Annual Conference
By Betsy Bowers

T

he Awards Committee announced the winners of the Outstanding Professional
Contributions, Member Excellence in Service and the new Rising Star Awards at the
2016 Annual Conference in Miami, Florida.

OUTSTANDING PROFESSIONAL CONTRIBUTION AWARD
The Outstanding Professional Contribution Award was presented to Tom Dwyer from
Syracuse University. This award recognizes a member who has made outstanding and
noteworthy contributions to the profession by creating wider recognition of internal auditing
in higher education, promoting cooperative relationships with other governance-related
organizations, and promoting high professional standards and sustained service to higher
education and internal auditing professional organizations.

The Awards Committee
members had the
privilege of reviewing
many outstanding
nominations this year
and the difficult job of
selecting those to be

Tom Dwyer (center) receives the Outstanding Professional Contribution Award
with ACUA President, Pam Doran (left) and ACUA Immediate Past President,
Vijay Patel (right) at the Annual Conference in Miami, Florida.

Dwyer’s notable contribution to the profession is his assistance in the creation, ongoing
updating and parenting of the ACUA NCAA Compliance Audit Guide. Dwyer contributed
60–75% of the content for the original guide, using the NCAA Operating Manual and
NCAA-based control literature to guide content development. The guide came at a time when
auditors in higher education recognized that athletic compliance should be elevated on risk
profiles. Auditors throughout ACUA now consider the NCAA Compliance Audit Guide to be
one of the most valuable resources provided by ACUA. This topic and the audit guide would
not have reached its current level of maturity without the commitment of Dwyer. His
dedication to making ACUA a first-choice resource on athletic auditing exemplifies the spirit
of service and sets the standard to which other ACUA members can aspire.
Dwyer is the assistant director of Audit & Management Advisory Services at Syracuse
University. His responsibilities at Syracuse include performance and oversight of operational,
compliance, financial, and fraud related services. He serves as the editor of “Audit Insights” a
periodic newsletter issued by Syracuse’s Audit & Management Advisory Services. As an ACUA
colleague noted, “In short, Tom’s contributions to ACUA are far-reaching, long-lived and
deserving of the Outstanding Professional Contribution Award.”
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honored this year.

Dwyer has been an active member of ACUA since 1994 and has contributed to higher
education internal auditing in a number of other capacities including: proctor, speaker, author,
webinar presenter, task force member, ACUA Ambassador, ACUA Faculty, ACUA Board
member and ACUA Treasurer. Dwyer has demonstrated his commitment to the professional
competency by earning and maintaining the CIA, CFE, and CBA credentials.
MEMBER EXCELLENCE IN SERVICE AWARD
The Member Excellence in Service Award was presented to Laura Buchhorn from The
University of Texas–San Antonio. This Award recognizes a member who has made outstanding
contributions to the mission of ACUA through exceptional service.

The committee would

Buchhorn has been active with ACUA since 2005 and knows the ins and outs of ACUA
operations. She has served ACUA as a proctor, track coordinator, speaker, author, webinar
panelist, committee member, host committee member, contributor to the ACUA Risk
Dictionary, Midyear Conference Director (a three-year commitment), and a graduate of the
ACUA Leads! Inaugural class. In her role as Midyear Conference Director, she identified and
recruited presenters based upon ACUA membership needs, coordinated with ACUA’s
management company, and engaged host committee members. Always enthusiastic and
energetic, Buchhorn’s efforts support ACUA’s track record of offering the highest quality
services to its members at an affordable price. She has the uncanny ability to inspire ACUA
colleagues to volunteer and make ACUA stronger.

like to thank all of the
ACUA members who
took time to recognize

The consummate professional, Buchhorn holds the CIA, CFE, CGFM, CCSA and
CRMA certifications. She is the audit manager at UT–San Antonio, is the liaison for
the annual financial audit with external auditors and is the liaison for the NCAA
Agreed Upon Procedures led by the UT System Office. An ACUA colleague noted,
“Buchhorn is an ACUA rising star that has arrived.”

the contributions
and service of their
colleagues.
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Laura Buchhorn (center) receives the Member Excellence in Service Award
with ACUA President, Pam Doran (left) and ACUA Immediate Past President,
Vijay Patel (right) at the Annual Conference in Miami, Florida.

RISING STAR AWARD
The inaugural Rising Star Award recipient is Meaghan Smith from Oregon Health and
Science University. This award recognizes an ‘up and coming’ member who has made
significant individual contributions in the areas of internal audit, compliance, or risk
management, furthering the mission of ACUA. This award is intended to spotlight, cultivate
and recognize those developing the personal initiative and commitment to positively impact
higher education auditing that is essential to ACUA’s continued success.

Meaghan Smith (center) receives the Rising Star Award with ACUA President,
Pam Doran (left) and ACUA Immediate Past President, Vijay Patel (right) at the
Annual Conference in Miami, Florida.

Smith, a CPA and a CIA, is a senior auditor for Audit & Advisory Services and Office of
Integrity at Oregon Health and Science University. She uses data analytics in key risk areas
and is known among ACUA as a go-to person for data analytics. Through her efforts, Smith
helps ACUA meet its strategic goal of being an indispensable professional resource for higher
education internal auditors.

The Awards Committee members had the privilege of reviewing many outstanding nominations
this year and the difficult job of selecting those to be honored this year. The committee would
like to thank all of the ACUA members who took time to recognize the contributions and
service of their colleagues. n
The 2016 Awards Committee consisted of Betsy Bowers, University of West Florida (chair); Chris
Cavanaugh, Wichita State University; Mark Eisenman, Boise State University; John Fuchko,
University System of Georgia; Whit Madere, Virginia Community College System, and Gail Nishida,
Chapman University.
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Smith has been an ACUA volunteer since 2012 and currently serves as the Web Services
Director for ACUA. Smith contributes 6–10 hours per month to ensure ACUA’s web presence
is up to date, hip, and relevant. Our web presence is the lifeline for many ACUA members.
She takes a lead role in seeking articles and posts to help members stay informed of current
events, trends and risks in higher education. To date, she has posted more than 700 articles.
Smith also implemented Google Analytics to make adjustments to content based upon
member’s interests.
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Highlights From the 2016 Annual
Conference in Miami, Florida

Members

Camaraderie
was everywhere!
Rival schools
even got along.
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Networking
at the
Annual
Conference
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There was evening at the beach

Enjoyed
by all!
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Presenters were excellent!
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The Attendees were attentive!
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And Trivia Night was a blast!

26 COLLEGE & UNIVERSITY AUDITOR

Individuals Recognized for Service
to ACUA
Vijay Patel receives the Leadership Award
from Pamela Doran for his term as
ACUA President.

Sandy Jansen receives a Service Award
from Vijay Patel for her term as the Immediate

Jana Briley receives a Service Award
from Vijay Patel for her term as the Professional
Education Chair.

Laura Buchhorn receives a Service Award
from Vijay Patel for her term as the Midyear
Conference Chair.
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Past President.

Quality Assessment Review (QAR)
Report Comment Repository
Facilitated by the ACUA Best Practices Committee
In Development Now
QAR report comment repository (including
recommendations and best practices):

BEST PRACTICES
COMMITTEE OFFERS
SURVEY ASSISTANCE
Do you have a few questions that you’d like
to benchmark with your ACUA peers? We
are available to assist ACUA members in the
development of simple (up to 10 questions),
ad-hoc, online surveys designed to get to the heart
of issues and provide high-quality feedback.
Please contact Best Practices Committee member
Jon Clark Teglas at jcteglas@vt.edu to discuss
your particular needs.

• Identification of relevant issues.
• Proactive preparation for your next external QAR.
• Compilation and analysis of aggregate data to
provide useful statistics on common problem areas.
Help Us Help You
Consider sharing your QAR report. The more
reports in the repository, the more useful the tool
will be! Only generic information will be included
(institutions will not be identified).
Submit Your Report
1. Login to www.ACUA.org.
2. Navigate to the Resources tab > Audit Tools
> Quality Assurance Review.
3. Follow the Web page instructions for submitting
your QAR report.

AUSTIN

REGISTRATION OPENS MID-NOVEMBER

2017 MIDYEAR CONFERENCE
MARCH 26-29, 2017
OMNI AUSTIN HOTEL DOWNTOWN
AUSTIN, TX
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SAVE THE DATE!

Members
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