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Modern-day chief audit executives strive to align internal audit (IA) efforts with institutional 
strategies and help to evolve institutional risk management and compliance. Challenges 
include staying abreast of the latest regulatory changes, addressing industry hot topics, 
and accessing the right expertise at the right time. High-performing IA functions leverage 
Baker Tilly to help their institutions to:

  Understand and address emerging regulations within higher education (e.g., Uniform 
Guidance, Title IX)

  Augment technical expertise to audit cybersecurity risks

  Develop construction risk management programs

  Address sponsored research compliance and infrastructure effectiveness

  Interface with government auditors (e.g., NSF, NIH) and resolve government  
audit findings

  Improve institutional operations (e.g., investment management, athletics, advancement, 
academic integrity)

  Perform value-added quality assessment reviews

  Assess and catalyze institutional efforts to implement enterprise risk management  
and evolve compliance programs 
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LETTER FROM 

THE EDITOR

By Ron Richards 
Editor

Hello readers!  

I hope you enjoyed the conference photos and articles that were provided in the Fall issue.

Since this is the Winter issue, I thought that a cover with a snow scene would be appropriate, 
with apologies to our friends in the Southern Hemisphere where it is warm and sunny this 
time of year. In a way, the cover photo is indicative of the audit process which sometimes can 
be like trying to follow a path in the snow and then discerning the correct path to take when 
faced with unexpected options. Also, you can just sort of meditate while envisioning being out 
for a walk in the snow!

As I did in the Fall Journal, I have included a variety of articles that will appeal to the broad 
scope of our audience.  The articles address a mix of topics, both audit specific and some that 
relate to general leadership and development. I hope you enjoy the articles from outside our 
normal scope of operations.

I will repeat and enhance my two requests from the Fall 2016 edition.

• Please consider submitting an article for a future issue of the Journal. We all like reading 
about what others are up to, and would be most interested in reading your article. The 
Journal has a good group of copy editors who can bring out the best in your idea.

o  If you have read an article, blog or column elsewhere that you think would be of 
interest to Journal readers, please forward that information and we will consider 
it for a future edition.

• Secondly, I would like to begin including a section publishing reader’s comments or brief 
letters regarding articles published in the previous edition of the Journal. Your thoughts 
and contributions would be greatly appreciated. These can be directed to Ron Richards 
at rrichard@westga.edu.

I, like you, am looking forward to what future issues bring. n
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LETTER FROM 

THE PRESIDENT

Dear ACUA Friends and Colleagues,

As we begin the New Year, I would like to take this opportunity to reflect on ACUA’s Strategic 
Goals. ACUA will:

1)  be its member’s indispensable resource for professional knowledge exchange and education 
content for internal auditing in higher education.

2)  collaborate with other organizations to advance internal auditing in higher education.

3)  be widely recognized as the leading expert on internal auditing and assurance services in 
colleges and universities.

4)  represent the majority of institutions and have a worldwide presence, while increasing 
membership by 5% annually.

5) develop ongoing mechanisms to enhance member engagement.

ACUA has several committees dedicated to helping achieve its strategic objectives. I would like to 
highlight three of ACUA’s Committees in this article; the Professional Education Committee, the 
Standards and Best Practices Committee and the Communications Committee.

Since the Professional Education Committee (PEC) is one of the largest committees, I will start 
there. The PEC is primarily focused on Goal #1, professional knowledge exchange and education 
content. This is the committee that organizes the Annual and Midyear Conferences including 
schedules, classes offered, securing the speakers, coordinating the networking opportunities, and so 
on. The PEC also provides the webinar opportunities recognizing that is a valuable benefit that is 
often maximized for members who are unable to attend conferences or other training that requires 
travel. I am sure you will all agree that the bar has really been raised the last couple of years with 
the webinar offerings!

The PEC also manages the ACUA Faculty program. Our ACUA Faculty members provide a great 
service as speakers during ACUA conferences and with outreach to raise awareness of internal 
auditing and recognition of ACUA as a leading expert in internal auditing. Our PEC Committee is 
chaired by Nicole Pittman and includes Monica Moyer (Annual Conference Director), Will Hancock 
(Midyear Conference Director), Jana Clark (Distance Learning Director), and Deb Dahlke (ACUA 
Faculty Director).

The Standards and Best Practices Committee, chaired by Brian Mikell, is busy providing the latest 
tools and trends in our profession. Auditing and Accounting Principles Director, James Ponce, leads 
a team that looks at new exposure drafts of professional standards and frameworks that guide our 
work. Leigh Goller is ACUA’s Liaison to NACUBO providing insight and internal audit perspective 
and Heather Lopez is the new Director of Best Practices leading the development of whitepapers on 
important topics effecting all our institutions.

The Standards and Best Practices Committee also includes the Risk Dictionary tool being led by 
Dick Dawson and Kim Turner. The Risk Dictionary is undergoing lots of updates and expanding its 
scope particularly for IT and medical risks. The committee is looking for volunteers to assist with 
this effort. If you are wanting to get involved, you won’t want to miss this opportunity which can be 
found on the front page of ACUA’s website!

Last but not least, the Communications Committee has so much going on that I get tired just 
thinking about it!  ACUA has been consistently publishing its journal for the last couple of  years,the 
Committee has established a presence in social media and spent numerous hours updating the ACUA 
website. If that’s not enough, they are implementing Connect-ACUA, ACUA’s new online community. 

By  
Pamela Doran, CIA, CISA, CPA 
President
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We are very excited about Connect-ACUA and the flexibility it provides in delivering member 
communications and networking in multiple ways. Connect-ACUA gives the option of using the tool like 
a listserv or a web-based community or both with a better response time.   There will be more to come 
on when Connect-ACUA will be launched.

Don’t forget to register for the upcoming Midyear Conference being held in Austin, Texas, March 26-29. 
The Midyear has 7 tracks to choose from, 3 of the tracks are new this year. This conference will be a 
great learning and networking opportunity that you won’t want to miss!

As you can see, ACUA Committees are very busy working on those important strategic objectives that 
make ACUA a valuable and important resource for its members. I am truly privileged to be working 
alongside such a professional and giving group of people. n

All the Best,

Pam
Pamela Doran CIA, CISA, CPA  
ACUA President

Executive Director, Audit & Advisory Services  
University of South Carolina
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WHAT’S THE LAST TIME YOU WANTED TO TAKE A STAND ON 
SOMETHING?

Maybe it was with your teenagers and putting your foot down about one of the rules 
of living under your roof. Or perhaps it was with your boss or colleagues about some 
work practices you object to. Or there were the suffragettes who fought for and won 

the vote for women in the 1920’s. Now that was taking a stand!

However large or small the issue, it’s natural to get upset when something you believe in gets 
trampled. Even mad as hell.

But what if it’s a hollow victory? The kind where even if you’re in the right, you may be unable 
to make a difference. Like throwing a pebble into the ocean.

On the other hand, you don’t want to have something left undone and unsaid that gnaws away 
at you for the rest of your life when you could have stepped forward and taken a stand.

So what do you do?

DECIDE WHETHER IT’S WORTH IT
The first thing to do is to decide whether or not to make that 
stand.

For me, the question is, “Is this something worth fighting 
for?” And my “worth it” equation includes how much it 
means to me, how much of a difference I can make, what the 
range of consequences might be, and whether I will 
experience regret later on.

For my colleague who’s a COO, her question is “Am I 
prepared to die on this hill?” which is a more dramatic way to ask the same thing.

However you phrase the question, the bottom line is that you have to make sure you truly and 
dispassionately believe this is the right position to take. That’s because you will be going 
against someone else’s grain and ruffling some feathers. And this will be associated with you 
for some time to come.

Some things are obvious, like protesting something that will harm your loved ones. Others 
are a judgment call, like protesting when your colleagues bring out the cigars after dinner and 
you’re wearing a freshly dry cleaned outfit.

In all cases, it’s important that you know what goal you are seeking to accomplish by taking 
a stand. If your goal is the equivalent of “mission impossible”, it’s best to know that at the 
outset rather than when it’s too late.

How to Take a Stand While 
Maintaining Your Relationships
Extracted from a blog by: Ms. May Chien Busch

ABOUT THE AUTHOR

May Busch helps high-potential and 
high-performance leaders thrive at 
work and reach their full potential. 
She is an executive and career 
consultant, coach, speaker, and author 
of Accelerate: 9 Capabilities to 
Achieve Success at Any Career Stage. 
For more career advice and insights, 
visit www.maybusch.com/blog.
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HOW TO MAKE YOUR STAND
Once you’ve decided it’s worth taking a stand, then I find the best way to do it is as follows.

1. Get the “lay of the land”
It’s crucial to understand where your key stakeholders stand on the issue. That tells you where you will 
need to do some pre-work ahead of time and damage control after the fact. In fact, you will have done 
some of this thinking already to factor in whether you will be able to make a difference by taking your 
stand. But now it’s time to be more systematic in thinking it through.

2. Link to the common goal
When you’re taking a stand, it’s most powerful when you can bring others along with you. That’s also 
how you create the best chance of making change and not ending up as the ineffective lone voice in the 
wilderness. By linking your position to a common goal for the organization, you can’t go wrong. In fact, 
it makes it highly likely that you are in the right.

3. Back it up with data
Beyond linking your point to a common goal that everyone can rally around, it helps to have the facts 
and data to back up your position. This will appeal to those detail-oriented people who are only 
persuaded by analysis and logic. Plus, you will want to have done some of this work as part of deciding 
on taking your stand.

4. Create a compelling narrative
Just because something makes sense in your own mind doesn’t mean it will instantly make sense to 
everyone else. You have to craft your case so it’s easy for others to “get” right away.

That’s where the concept of creating a narrative or storyline comes in. And as you put together your 
narrative, it helps to keep your main stakeholders in mind so you can tailor your message in the 
most effective way.

Putting together your case in the form of a storyline will help ensure that your rationale is clear in 
your own mind and that your logic is impeccable. It will also help you bring a greater level of 
emotional connection with your audience that trumps the data alone. Finally, it will make it easier 
for you to remember how to articulate your case in the best way when the time comes.

DISAGREEING AGREEABLY
In the end, taking a stand is generally about disagreeing in a way that maximizes your chance of getting 
to a positive outcome while retaining your relationships, or at least allowing you to live to fight another 
day.

Some would call this learning to “disagree agreeably”, a phrase used by Dale Carnegie, author of How to 
Win Friends and Influence People among other books.

I have come to realize there are three particularly important principles to keep in mind to be successful 
in disagreeing yet maintaining respect.

Don’t make it personal
The first is one from my Chinese heritage. Using pinyin, the saying is “duì shì bù duì rén”. Translated 
to English, it means that when you are criticizing or disagreeing, “focus on the item or issue at hand, 
not the person”. Or said another way, “don’t make it personal”.

Don’t take things personally
The second is the corollary: don’t take things personally, but rather keep an open mind. When you get 
too attached to a particular outcome, it clouds your ability to see things from someone else’s viewpoint 
or even to recognize that there may be other valid ways to look at a situation. That, in turn, makes it 
harder to retain your composure and reduces your ability to be effective in persuading others.
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Show respect
The third is treating the other person with respect. This includes respecting their basic human desire to 
be seen, heard and acknowledged. And it also means not goading or antagonizing them. When people 
feel respected, especially when there is a difference in point of view, they are less likely to escalate and 
retaliate.

WHAT ABOUT YOU?
In life, there will be times when you must take a stand, and others when you will choose to do so having 
weighed the pros and cons. In either case, when you go about it in the right way, you can make your point 
while maximizing the chances of effecting change and maintaining respect.

These are four steps that I’ve seen work:

• Get the lay of the land

• Link to the common goal

• Back it up with data

• Create a compelling narrative

And above all, learn to disagree agreeably.

Armed with these strategies, perhaps you will be able to take more stands in a way that preserves or even 
enhances your position. And that will help create a better world for all of us.
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INSTITUTIONS OF HIGHER EDUCATION

INTERNAL AUDIT DEPARTMENT 

START‐UP GUIDE
The primary purpose of this guide is to serve as a reference 
tool,  one  of many  you will  likely  use  as  you  establish  an 
audit function that best fits the needs and resources of your 
organization.  The  information  and  examples  have  been 
collected  from  very  successful  audit  shops  and  truly 
represent many  of  the  best  practices  in  higher  education 
internal audit. They may or may not fit your needs, but they 
will all provide valuable guidance and ideas as you work to 
establish your new audit department. 

Contents of this guide include: 
 Establishing the Authority of the Department with

sample charters and policies
 Getting the Department Operational, with concrete advice on risk assessments,

annual planning, quality assurance, fraud investigations, and marketing the new
department

 Reporting to all constituencies, including examples of reports used by ACUA members
 List of resources and key terms
 And so much more!

Please contact the ACUA Executive Office at ACUA-info@kellencompany.com, 
call 913-222-8663 or visit the ACUA Store on ACUA’s website www.acua.org  for more information. 

mailto:ACUA-info%40kellencompany.com?subject=
http://www.acua.org
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Consider the following: Imagine you got a call from a 
colleague who is the Audit Director at Almost Anywhere 
University. She is looking for guidance on a theft at 

their university.  Her shop got a call from parking operations 
to let her know they had discovered that cash had been stolen 
from deposits on a regular basis for the past few months.  
Parking operations was not requesting Internal Audit 
assistance, just informing them they had already performed 
their own internal investigation.  During the conversation with 
parking operations, it became apparent to the Audit Director 
that while parking operations may have had good intentions, 
they may not have performed their investigation properly. 
Parking operations felt they knew who had stolen the cash, but 
this conclusion was based on interview notes containing 
conjecture statements and opinions of the staff as to who might have taken the money. This 
approach created challenges for Almost Anywhere University, and this article will address a 
better approach to conducting an investigation.

So, how do we assist in preventing the issue above from Almost Anywhere 
University from happening on our campus? 
ACUA’s Best Practices Fraud sub-committee surveyed ACUA’s membership to gather best 
practices relating to investigations. Surveys were received from 79 public and private 
universities of varying sizes, and the following information was compiled from the surveys and 
can be used to help enhance your investigation process. 

DETERMINE WHO WILL COMPLETE THE INVESTIGATION
At most universities, multiple parties are involved in conducting investigations. Depending 
on the investigation, work may be completed by Internal Audit or another campus unit such 
as Human Resources, Student Affairs, Police/Public Safety, or Legal. For 44% of survey 
respondents, fraud investigations are handled solely by the Chief Audit Executive. For other 
audit shops, work is either completed by a dedicated investigator/fraud auditor (34%) or 
assigned to an available auditor who is not an investigator/fraud auditor (37%). Investigations 
are outsourced/co-sourced with a third party by 13% of survey respondents. (Note: Survey 
respondents were allowed to check all applicable answers, resulting in a total response greater 
than 100%).

Technical knowledge is important, and 33% of survey respondents require individuals 
working on investigations to have fraud or specialized training and 22% require the 
individuals working on investigations to be Certified Fraud Examiners.

So, who is the most appropriate person to assign to the investigation? 
The person that possesses the most knowledge of how to perform an investigation and has the 
skills to conduct and manage an investigation should be assigned to investigate. It is also 
important for the person performing the investigation to have a working relationship with 
local authorities, your attorney general, or the individual(s) on campus who work most closely 
with them.

Investigation Best Practices

ABOUT THE AUTHOR
Craig A. Anderson, CFE, MS
Deputy Director – University Audit
Virginia Commonwealth University

Melissa B Hall, CPA, CFE
Associate Director, Forensic Audits
Georgia Institute of Technology

William A Hancock, Jr., CPA, 
CIA, CFE, CISA
Audit Manager
Auburn University

Stefanie Powell, CPA, CISA
Chief Audit Executive
University of North Carolina, 
Wilmington

The person that 

possesses the most 

knowledge of how to 

perform an investigation 

and has the skills to 

conduct and manage an 

investigation should be 

assigned to investigate.

By Craig A. Anderson, CFE, MS; Melissa B. Hall; CPA, CFE,  
William A Hancock, Jr., CPA, CIA, CFE, CISA; and Stefanie Powell, CPA, CISA
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DETERMINE WHAT INFORMATION WILL BE COMMUNICATED AND WHEN
As with any engagement, it’s helpful to establish communication protocols at the beginning of an 
investigation so that all parties know what to expect and when. Of the survey respondents, 61% have 
standard procedures for notifying campus administration at the beginning of an investigation. The 
most frequently notified parties are Legal, the President/Chancellor, Human Resources, and the Vice 
President/Vice Chancellor of the area reviewed (unless that individual could potentially be involved 
in the allegations). The Chair of the Audit Committee or governing board is also often involved in 
the initial notifications. Some universities are also required to alert Campus Police/Public Safety, 
state auditors, and other state agencies of the pending investigation.

A little over one third (35%) of survey respondents are required to provide update reports during 
investigations, and many others noted that while not required, they often provide updates. For many, 
the interim reports are provided verbally.

At the end of the investigation, the type of communication largely depends on whether the 
allegations had merit. 52% of respondents provide “no merit” reports or notifications to the affected 
unit. For allegations with merit, most campuses release several different types of reports depending 
on the investigation including internal controls recommendations, referrals to law enforcement, and 
administrative action reports outlining policy violations. However, it is important to note that if 
there are potential prosecutorial issues you should communicate with the appropriate authorities 
BEFORE releasing any information concerning that investigation.

What is your communication plan for the investigation?
Consider your communication plan based on the information available at the beginning of the 
investigation and update the plan according to the path that the investigation leads you through.

DETERMINE THE BEST TECHNIQUES FOR CONDUCTING YOUR 
INVESTIGATION
While largely similar to the techniques used when completing more routine audit work, some special 
considerations should be given to the techniques used to gain information during an investigation.

Interviews
When it comes to interviewing, many survey respondents always use two people to conduct 
interviews (69%). 9% make audio recordings of interviews, and it’s important to note that recording 
laws vary by state. Nearly all (91%) of survey respondents document interview notes within the 
investigation workpapers.

Electronic Evidence
The review of electronic 
evidence can be cumbersome 
and time consuming, and more 
than half (52%) of survey 
respondents receive at least 
some assistance from an 
Information Technology (IT) 
group outside of Internal Audit. 
Several offices noted that IT 
may have access to tools that 
can help with the searching of 
electronic evidence.

In addition to searching 
university resources like email 
and the hard drives of university computers, many Internal Audit shops utilize Google, social media, 
and other internet resources such as Lexis Nexis, public property records, directory information, and 
state business filings when conducting investigations.
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So how will my audit shop conduct an investigation? 
At the beginning of the investigation, determine which techniques will be most beneficial based on the 
information needed to determine the validity of the allegations. Consider expanding traditional audit 
techniques, collaborate with other campus departments such as IT, and utilize non-traditional electronic 
sources of information.

CHAIN OF CUSTODY
One of the key processes to be 
addressed in any investigation is 
maintaining Chain of Custody of 
any evidence to be used in legal 
proceedings. Chain of Custody is a 
process by which the purity of the 
evidence can be proven. The process 
ensures that there has been no 
alteration to the evidence being 
presented. The level of formalization 
of the Chain of Custody process 
varies between Internal Audit 
functions, and it is important to 
work with all appropriate parties to 
establish a process that can be used in legal proceedings.

DETERMINE WHO CAN ACCESS INVESTIGATION WORKPAPERS
Of the survey respondents, 75% compile and store their investigation workpapers in the same manner as 
other audit workpapers. The remaining respondents typically use additional protection for investigation 
workpapers, storing them securely electronically (often in encrypted files) or physically in locked cabinets 
and drawers. It was also noted that workpapers may need to be documented differently if they are being 
prepared for use by law enforcement.

However, only 34% allow all auditors in the office to access the workpapers. 53% limit access to the team 
working on the investigation, and 13% limit access to just the Chief Audit Executive.

Most survey respondents restrict access to workpapers to individuals within Internal Audit, although 
23% do share workpapers with other campus units. If shared, workpapers are generally shared with other 
departments involved in the investigation or the outcome such as Legal, Human Resources, and the 
Police/Public Safety. Workpapers 
are also shared with senior 
leadership by some Internal Audit 
departments.

When thinking about workpapers, 
be sure to keep in mind public 
record or “sunshine” laws that may 
require disclosure of work. 
Approximately 50% of survey 
respondents are required to release 
workpapers either during the 
investigation or following the 
completion of the investigation.

What are the rules/requirements of your individual state/commonwealth or prosecuting 
authorities concerning access to potentially discoverable materials in court?
It is important to note and understand your local requirements, so consult with the appropriate authorities 
to ensure compliance with all requirements.
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DETERMINE	  WHO	  CAN	  ACCESS	  INVESTIGATION	  WORKPAPERS	  

Of	  the	  survey	  respondents,	  75%	  compile	  and	  store	  their	  investigation	  workpapers	  in	  the	  same	  manner	  
as	  other	  audit	  workpapers.	  The	  remaining	  respondents	  typically	  use	  additional	  protection	  for	  
investigation	  workpapers,	  storing	  them	  securely	  electronically	  (often	  in	  encrypted	  files)	  or	  physically	  in	  
locked	  cabinets	  and	  drawers.	  It	  was	  also	  noted	  that	  workpapers	  may	  need	  to	  be	  documented	  differently	  
if	  they	  are	  being	  prepared	  for	  use	  by	  law	  enforcement.	  

However,	  only	  34%	  allow	  all	  auditors	  in	  the	  office	  to	  access	  the	  workpapers.	  53%	  limit	  access	  to	  the	  
team	  working	  on	  the	  investigation,	  and	  13%	  limit	  access	  to	  just	  the	  Chief	  Audit	  Executive.	  

Most	  survey	  respondents	  restrict	  access	  to	  workpapers	  to	  individuals	  within	  Internal	  Audit,	  although	  
23%	  do	  share	  workpapers	  with	  other	  campus	  units.	  If	  shared,	  workpapers	  are	  generally	  shared	  with	  
other	  departments	  involved	  in	  the	  investigation	  or	  the	  outcome	  such	  as	  Legal,	  Human	  Resources,	  and	  
the	  Police/Public	  Safety.	  Workpapers	  are	  also	  shared	  with	  senior	  leadership	  by	  some	  Internal	  Audit	  
departments.	  

When	  thinking	  about	  workpapers,	  be	  sure	  to	  keep	  in	  mind	  public	  record	  or	  “sunshine”	  laws	  that	  may	  
require	  disclosure	  of	  work.	  Approximately	  50%	  of	  survey	  respondents	  are	  required	  to	  release	  
workpapers	  either	  during	  the	  investigation	  or	  following	  the	  completion	  of	  the	  investigation.	  

29.1%	  

24.1%	  

22.8%	  

24.1%	  

Chain	  of	  Custody	   Our chain of custody process is 
documented with written procedures 
that have been approved by 
appropriate parties. 

Our chain of custody process is 
verbally discussed among 
appropriate parties, but not formally 
documented. 

Our chain of custody process follows 
our standard operating process, but is 
not formalized or documented. 

We do not have a chain of custody 
process, and evidence is maintained 
at the investigator’s discretion. 

	  

	  

What	  are	  the	  rules/requirements	  of	  your	  individual	  state/commonwealth	  or	  prosecuting	  authorities	  
concerning	  access	  to	  potentially	  discoverable	  materials	  in	  court?	  

It	  is	  important	  to	  note	  and	  understand	  your	  local	  requirements,	  so	  consult	  with	  the	  appropriate	  
authorities	  to	  ensure	  compliance	  with	  all	  requirements.	  

	  

	  

SO,	  WHAT	  DO	  I	  DO	  WITHIN	  MY	  OWN	  INTERNAL	  AUDIT	  SHOP	  FOR	  INVESTIGATIONS?	  

As	  you	  can	  see	  by	  the	  complexity	  of	  the	  investigative	  process,	  it	  is	  imperative	  to	  have	  an	  established	  and	  
documented	  process	  for	  conducting	  investigations.	  Nobody	  wants	  to	  jeopardize	  the	  efficacy	  of	  evidence	  
or	  to	  break	  the	  required	  chain	  of	  custody.	  To	  perform	  adequate	  and	  defensible	  investigations	  you	  must	  
have	  a	  defined	  process	  for	  the	  gathering,	  analysis,	  distribution	  and	  summarization	  of	  the	  facts	  and	  
evidence	  for	  any	  potential	  criminal/disciplinary	  actions.	  Only	  staff	  with	  appropriate	  training/credentials	  
should	  be	  assigned	  the	  work	  to	  perform	  an	  investigation.	  If	  you	  are	  unsure	  about	  what	  is	  needed	  at	  your	  
university,	  consider	  consulting	  with	  your	  legal	  office,	  governing	  board,	  and	  prosecutor.	  

In	  case	  you	  were	  wondering,	  the	  case	  in	  parking	  operations	  identified	  in	  the	  introduction	  of	  this	  article	  
was	  a	  real	  case	  from	  an	  ACUA	  university.	  The	  case	  was	  taken	  to	  the	  Attorney	  General	  and	  was	  not	  
defensible	  in	  a	  court	  of	  law	  because	  the	  investigation	  was	  not	  performed	  appropriately	  and	  key	  pieces	  
of	  processes	  and	  evidence	  were	  not	  thoroughly	  investigated	  or	  documented.	  So,	  it	  does	  matter	  WHAT	  
you	  do,	  WHO	  does	  it,	  and	  HOW	  you	  do	  it.	  Make	  sure	  you	  have	  a	  plan	  and	  ensure	  that	  your	  plan	  meets	  
all	  of	  your	  university,	  state	  and	  federal	  requirements.	  Otherwise,	  your	  University’s	  legal	  actions	  may	  be	  
limited.	  

29.9% 

14.3% 36.4% 

19.5% 

Workpaper	  ProtecXon	  

Protected	  from	  being	  produced	  
under	  an	  Open	  Records/Sunshine	  
Law.	  

Required	  to	  be	  produced	  under	  An	  
Open	  Records/Sunshine	  Law.	  

Once	  the	  invesegaeon	  is	  completed,	  
required	  to	  be	  produced	  under	  an	  
Open	  Records/Sunshine	  Law.	  

My	  university	  is	  not	  subject	  to	  any	  
Open	  Records/Sunshine	  Laws.	  



SO, WHAT DO I DO WITHIN MY OWN INTERNAL AUDIT SHOP FOR 
INVESTIGATIONS?
As you can see by the complexity of the investigative process, it is imperative to have an established and 
documented process for conducting investigations. Nobody wants to jeopardize the efficacy of evidence 
or to break the required chain of custody. To perform adequate and defensible investigations you must 
have a defined process for the gathering, analysis, distribution and summarization of the facts and 
evidence for any potential criminal/disciplinary actions. Only staff with appropriate training/credentials 
should be assigned the work to perform an investigation. If you are unsure about what is needed at your 
university, consider consulting with your legal office, governing board, and prosecutor.

In case you were wondering, the case in parking operations identified in the introduction of this article 
was a real case from an ACUA university. The case was taken to the Attorney General and was not 
defensible in a court of law because the investigation was not performed appropriately and key pieces of 
processes and evidence were not thoroughly investigated or documented. So, it does matter WHAT you 
do, WHO does it, and HOW you do it. Make sure you have a plan and ensure that your plan meets all 
of your university, state and federal requirements. Otherwise, your University’s legal actions may be 
limited.

ACUA’s Best Practices Committee would like to thank all the participating universities for their responses to the 
survey. 
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As an ACUA Strategic Partner, we help 
college and university auditors:

• Prevent fraud schemes including 
P-card misuse, false vendors and 
fraudulent reporting

• Analyze student records to 
compare disbursed amounts for 
each federal program

• Analyze federal student aid 
regulations to identify non-
compliance

Exclusive Benefits for ACUA Members
• Preferred pricing on IDEA, IDEA Server and all Audimated Apps
• Discounts on annual license renewals
• Discounts on IDEA training events
• Special sessions at ACUA Midyear and Annual Conference

Unlock the power within your data. IDEA 10

Unlock the power within your data

Discover Visualize Advise
the secrets hidden in 

your data
your data graphically 

within dashboards built 
by you 

your business based on 
better insights 

IDEA 10 Brochure (Final) Letter.indd   1 10/27/2015   4:06:54 PM

Interested in IDEA? Contact us at 888.641.2800 / info@audimation.com 
for a live on-line demonstration. Visit audimation.com for free webcasts and videos, 

training opportunities, and other helpful content. 
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The Accounting and Audit Principles Committee recently performed a survey of institutional 
representatives to understand your approach to enterprise risk management (ERM). Thank you for honest 
and clear input.   We can infer from the responses that institutions are aware of ERM, but actual 
implementation appears limited.  

A summary of the responses to the survey questions is presented in the following text. 

Questions 2 – 5 were posed solely to respondents who affirmed they have an ERM process in place.  
Question 6 was posed for institutions that have not implemented ERM to gather information on their 
perceived barriers to implementation.  

If you are on the ERM path, we hope that this information can be used to your benefit. Please see below 
for survey results by question:

1) My institution has a fully implemented Enterprise Risk Management function.
 

2) If implemented, what ERM framework is in place?

ACUA ERM SurveyDear	  ACUA	  colleagues	  –	  	  

The	  Accounting	  and	  Audit	  Principles	  Committee	  recently	  performed	  a	  survey	  of	  
institutional	  representatives	  to	  understand	  your	  approach	  to	  enterprise	  risk	  management	  
(ERM).	  	  Thank	  you	  for	  honest	  and	  clear	  input.	  	  	  We	  can	  infer	  from	  the	  responses	  that	  
institutions	  are	  aware	  of	  ERM,	  but	  actual	  implementation	  appears	  limited.	  	  	  

A	  summary	  of	  the	  responses	  to	  the	  survey	  questions	  is	  presented	  in	  the	  following	  text.	  	  

Questions	  2	  –	  5	  were	  posed	  solely	  to	  respondents	  who	  affirmed	  they	  have	  an	  ERM	  process	  
in	  place.	  	  Question	  6	  was	  posed	  for	  institutions	  that	  have	  not	  implemented	  ERM	  to	  gather	  
information	  on	  their	  perceived	  barriers	  to	  implementation.	  	  	  

If	  you	  are	  on	  the	  ERM	  path,	  we	  hope	  that	  this	  information	  can	  be	  used	  to	  your	  benefit.	  	  	  	  
Please	  see	  below	  for	  survey	  results	  by	  question:	  

1) My	  institution	  has	  a	  fully	  implemented	  Enterprise	  Risk	  Management	  function.	  

	  
	  
	  

2) If	  implemented,	  what	  ERM	  framework	  is	  in	  place?	  

	  

Yes;	  22	  

No;	  55	  

COSO	  
Integrated	  
Framewor

k;	  8	  

ISO	  31000	  
Risk	  

Managem
ent;	  1	  

Other,	  7	  

Dear	  ACUA	  colleagues	  –	  	  

The	  Accounting	  and	  Audit	  Principles	  Committee	  recently	  performed	  a	  survey	  of	  
institutional	  representatives	  to	  understand	  your	  approach	  to	  enterprise	  risk	  management	  
(ERM).	  	  Thank	  you	  for	  honest	  and	  clear	  input.	  	  	  We	  can	  infer	  from	  the	  responses	  that	  
institutions	  are	  aware	  of	  ERM,	  but	  actual	  implementation	  appears	  limited.	  	  	  

A	  summary	  of	  the	  responses	  to	  the	  survey	  questions	  is	  presented	  in	  the	  following	  text.	  	  

Questions	  2	  –	  5	  were	  posed	  solely	  to	  respondents	  who	  affirmed	  they	  have	  an	  ERM	  process	  
in	  place.	  	  Question	  6	  was	  posed	  for	  institutions	  that	  have	  not	  implemented	  ERM	  to	  gather	  
information	  on	  their	  perceived	  barriers	  to	  implementation.	  	  	  

If	  you	  are	  on	  the	  ERM	  path,	  we	  hope	  that	  this	  information	  can	  be	  used	  to	  your	  benefit.	  	  	  	  
Please	  see	  below	  for	  survey	  results	  by	  question:	  

1) My	  institution	  has	  a	  fully	  implemented	  Enterprise	  Risk	  Management	  function.	  

	  
	  
	  

2) If	  implemented,	  what	  ERM	  framework	  is	  in	  place?	  

	  

Yes;	  22	  

No;	  55	  

COSO	  
Integrated	  
Framewor

k;	  8	  

ISO	  31000	  
Risk	  

Managem
ent;	  1	  

Other,	  7	  

By ACUA's Accounting and Audit Principles Committee
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Other:
• Our own policy with a basis in COSO

• Self-developed framework based on COSO and other observed best practices

• Crawford Model

• Informal/institutional developed risk definitions and process

• Crawford Model

• Combination of frameworks

• It is based on both COSO and our State of Illinois internal control framework under the 
Illinois Fiscal Control and Internal Auditing Act

3) Briefly describe who ‘owns’ ERM and Internal Audit’s role, if any, in the process.
• Owned by Vice Chancellor for Organizational Effectiveness and is coordinated frequently with 

internal audit.  

• The Associate Vice President and Treasurer owns ERM.  Audit's role is to participate on Risk 
Management Council and support the ERM effort. We also audit risk mitigation plans, as 
applicable.  

• Executive Cabinet owns ERM and Internal Audit administrate the risk assessment process 

• Director, Risk and Assurance with IA basing their plans on the ECU Strategic Risk Register 
and reporting back on the effectiveness of treatments/controls and the impact on the assessed 
level of risk.  This is used as part of the Strategic Risk Register refresh.   

• Management owns it; the Asst Controller facilitates quarterly ERM meetings, and IA is a 
participant and uses the results as a starting point for development on the annual internal 
audit plan.

• VP of Finance. Internal Audit serves in advisory role.

• Chancellor, Advisor to the ERM Team 

• Management (process facilitated by Chief Risk Officer).  Internal audit serves on the risk 
committee that oversees the annual processes

• VP for Business and Planning area.  Internal Audit reviews all assessments as they are done 
and makes recommendations and verifies at the end of the process that the university followed 
the procedures.

• VP of Finance & Administration owns ERM.  Internal Audit works closely with finance and 
our risk management committee to evaluate and address risks.

• Director of ERM - I sit on the ERM committee as an ex officio member

• The VP-CFO "owns" ERM, with facilitation from Internal Audit.  Internal Audit leads a 
coordination group among ERM, Ethics/Compliance, and Internal Audit

• ERM owners have been identified. Internal Audit acts in an advisory role and facilitates ERM 
workshops.

4) How often are risk registers updated?
Annually .............................................................................. 7

Quarterly ............................................................................. 2

All major functional areas on a 3 year cycle .......................... 2

18-24 months ....................................................................... 1

Unclear. The ERM program is being revamped this year. ..... 1

Operational - annually, Strategic - every second year ............. 1
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5) How are gaps identified through ERM addressed and validated as closed?
• Monitoring by Executive Director for ERM  

• The Executive Cabinet administrate, address, and validate the management of risks 

• Via the Recommendation tracking system which requires documentary evidence to 
substantiate closure

• Departments identify their own risks; there is no validation of closure

• Not very well

• Follow up discussions

• Management owners of each risk are designated.  Risk owners present annual to ERM steering 
committee (any gaps discussed at Committee; and follow up reporting to committee is 
required for any disclosed significant gaps)

• Corrective action plans document gaps that need to be closed.  Progress on closing the gap in 
documented annually until the problem has been dealt with. 

• Risk Management Committee meets regularly (about every other month) to make and 
follow-up on assignments to address gaps.  

• Reported to ERM committee   

• This is still in progress.  Depends in the significance of the issue.  Those at the highest level 
are reported to by senior leader "risk owners" to an Executive Risk Management Group 
comprised of the President, Chancellors, and Vice Presidents of the System.  

• At this time, internal audit does not validate closures. This is in the future state plan

6) If ERM is not in place, what do you consider to be the barriers to implementation?
Constrained budget or staffing ........................................... 22

Lack of leadership willing to 'own' .......................................9

Other similar risk process already in place ............................5

Lack of perceived benefit by leadership .................................2



What is the ACUA Risk Dictionary?

The ACUA Risk Dictionary is a comprehensive database of

risks and their associated controls for areas specific to

higher education. Higher Education audit departments can

use the risk dictionary for identification of an audit

universe specific to higher education which can be used

for performing their annual risk assessments and

preparing their annual audit plan.

The ACUA Risk Dictionary can also be used to prepare project level risk assessments for areas such as:

- NCAA Compliance

- Student Financial Aid

- Export Controls

- Research Compliance and many more!

After having identified the risks for your audit project, the ACUA Risk Dictionary contains the 
associated controls which can then be used to prepare an audit program to test whether the proper 
controls exist.

Is the ACUA Risk Dictionary for YOU?

Business officers, risk officers, compliance officers and other higher education leadership can use the 
ACUA Risk Dictionary to provide a comprehensive list of areas that could likely need their attention. 
For someone new to their position or new to higher education, the ACUA Risk Dictionary will be 
especially beneficial in identifying not only broad areas where inherent risks are common, but also 
specific risks within those areas and their associated controls.

In the absence of a formal risk management structure, the ACUA Risk Dictionary provides a concrete 
and comprehensive starting point for identifying, evaluating, and managing risks across the 
organization.

The ACUA Risk Dictionary is available for FREE as a benefit of ACUA membership or by subscription to 
non-members.

Please contact the ACUA Executive Office at ACUA-info@kellencompany.com, call 913-222-8663 or 

visit the ACUA Store on ACUA’s website www.acua.org for more information.
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COMPLIANCE IN HIGHER ED
Compliance is not new to higher education.  Some universities 
have had institutional compliance programs for almost 20 years.  
It can even be argued that the absence of such a program puts an 
institution in violation of the U.S. Sentencing Guidelines, often 
referred to as the Federal Sentencing Guidelines (FSG), with 
respect to an Effective Compliance and Ethics Program (ECEP) 
requirements (USSG §8B2.1).  Though the ECEP section is only 
about two pages long, it includes a total of seventeen “shalls.”  In legal terms, shall means, “an 
imperative command; has a duty to or is required to” (http://definitions.uslegal.com/s/shall/).

If an institution does not have a compliance program and if there is ever a significant 
compliance incident, one post-incident recommendation is usually to establish one.  Two 
examples are the Penn State child sexual abuse and Baylor sexual assault football-related 
scandals. Following each of these scandals, investigators recommended that qualified chief 
compliance officers be appointed (see Freeh Report and Pepper Hamilton Recommendations).

THE ROLE OF INTERNAL AUDIT
Those familiar with the Institute of Internal Auditors (IIA) International Professional Practices 
Framework (IPPF) know that an internal audit function is responsible for evaluating the 
controls of an organization and an aspect of these controls is compliance (see IIA/IPPF 1220.
A1, 2120.A1, 2130.A1, and 2210.A2).

But what does it mean to “audit compliance”?  This article will look at two different ways to 
approach the audit of an institutional compliance program—sideways and up and down.

AUDITING COMPLIANCE – SIDEWAYS
For the purpose of this article, auditing compliance sideways means auditing compliance with 
applicable laws and regulations, and answers the following question:

Can internal audit offer reasonable assurance that the institution is in compliance with 
_____? 

Laws and regulations that fill in this blank could include Americans with Disabilities Act 
(ADA), Environmental Protection Act (EPA), Family Educational Rights and Privacy Act 
(FERPA), National Collegiate Athletic Association (NCAA) policies, and many others.  If your 
audit function is not already using it, please refer to the Higher Education Compliance 
Alliance Compliance Matrix (http://www.higheredcompliance.org/matrix/). The matrix 
provides a comprehensive list of key federal laws regulations that govern colleges and 
universities and includes concise statutory summaries.

Auditing compliance with applicable laws and regulations requires that research be done on 
what is legally required of the institution.  In some cases, such as the NCAA, requirements 
are spelled out in a manual.  In others, auditing may need to be based on criteria drawn from 
the detailed language of the law.  An excellent resource might be an audit library.  The ACUA 
Resource Library includes compliance audit programs for such areas as athletics, safety, and 
export controls.  There are also other online libraries that contain compliance audit programs.

Auditing Compliance Sideways and  
Up and Down, Part 1 in a 2-Part Series
By Deena King

ABOUT THE AUTHOR
Deena King is the Director of 
Compliance at Texas Woman’s 
University in Denton, TX.  She is 
a Certified Information Systems 
Auditor and a Certified 
Compliance and Ethics Professional.  
Deena has over 30 years of 
experience in a variety of 
organizations, including local, state, 
and federal government, higher 
education, non-profit, utility, and 
for-profit.   Her work with the 
federal government literally took her 
all over the world.  She is the 
author of the book Compliance in 
One Page and a member of the 
Society of Corporate Compliance and 
Ethics (SCCE).  Deena has also 
served in a variety of capacities 
with local ISACA and IIA boards.  

Auditing compliance 

sideways means 

auditing compliance 

with applicable laws 

and regulations.
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AUDITING COMPLIANCE – UP AND DOWN
For the purpose of this article, auditing compliance up and down means evaluating the governance, 
management, and operational controls that form the control structure of institutional compliance.  
Auditing compliance up and down answers the following questions:

Can internal audit offer reasonable assurance that:

1. The institution’s board is providing adequate oversight over organizational compliance?

2. High-level management has designed and implemented appropriate compliance program controls?

3. Lower-level management and front-line performance/operational personnel are operating their 
compliance programs utilizing proper compliance program controls?

As this list implies, an institution has three levels of compliance program controls that map to a typical 
organizational hierarchy:

 

Figure 1: A Typical Organizational Hierarchy

Each of these levels is addressed in the FSG ECEP section as follows:

Board:
“The organization’s governing authority shall be knowledgeable…and shall exercise reasonable 
oversight…”

 - USSG §8B2.1.(b).(2).(A) (emphasis added)

Management:
“High-level personnel of the organization shall ensure that the organization has an effective compliance 
and ethics program.”

 - USSG §8B2.1.(b).(2).(B) (emphasis added)

Performance/Operational:
“Specific individual(s) within the organization shall be delegated day-to-day operational responsibility for 
the compliance and ethics program.”

    - USSG §8B2.1.(b).(2).(C) (emphasis added)

Each of these three levels can be mapped to the IIA’s The Three Lines of Defense Model:

 

Figure 2: How the Compliance Hierarchy Maps to The Three Lines of Defense Model

Auditing compliance with applicable laws and regulations requires that research be done on 
what is legally required of the institution.  In some cases, such as the NCAA, requirements are 
spelled out in a manual.  In others, auditing may need to be based on criteria drawn from the 
detailed language of the law.  An excellent resource might be an audit library.  The ACUA 
Resource Library includes compliance audit programs for such areas as athletics, safety, and 
export controls.  There are also other online libraries that contain compliance audit programs. 

Auditing	  Compliance	  –	  Up	  and	  Down	  
For the purpose of this article, auditing compliance up and down means evaluating the 
governance, management, and operational controls that form the control structure of 
institutional compliance.  Auditing compliance up and down answers the following questions: 

Can internal audit offer reasonable assurance that: 

1. The institution’s board is providing adequate oversight over organizational 
compliance? 

2. High-level management has designed and implemented appropriate compliance 
program controls? 

3. Lower-level management and front-line performance/operational personnel are 
operating their compliance programs utilizing proper compliance program controls? 

 

As this list implies, an institution has three levels of compliance program controls that map to a 
typical organizational hierarchy: 

 

Figure 1: A Typical Organizational Hierarchy 

Each of these levels is addressed in the FSG ECEP section as follows: 

Board: 

“The organization’s governing authority shall be knowledgeable…and shall exercise reasonable 
oversight…” 

         - USSG §8B2.1.(b).(2).(A) (emphasis added) 

12/22/16 1:34 PM
Comment: Are	  periods	  and	  parentheses	  required	  
here,	  or	  could	  we	  just	  use	  parentheses	  or	  just	  
periods?	  Using	  both	  does	  not	  quite	  look	  right	  to	  me.	  

Management: 

“High-level personnel of the organization shall ensure that the organization has an effective 
compliance and ethics program.” 

      - USSG §8B2.1.(b).(2).(B) (emphasis added) 

Performance/Operational: 

“Specific individual(s) within the organization shall be delegated day-to-day operational 
responsibility for the compliance and ethics program.” 

    - USSG §8B2.1.(b).(2).(C) (emphasis added) 

Each of these three levels can be mapped to the IIA’s The Three Lines of Defense Model: 

 

Figure 2: How the Compliance Hierarchy Maps to The Three Lines of Defense Model 

This model further demonstrates that compliance involves all three levels of an organization.   

These three levels also map to the Committee of Sponsoring Organizations of the Treadway 
Commission (COSO) cube: 

 

Figure 3: How the Compliance Hierarchy Maps to COSO 

12/22/16 1:34 PM
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This model further demonstrates that compliance involves all three levels of an organization.  

These three levels also map to the Committee of Sponsoring Organizations of the Treadway Commission 
(COSO) cube:

 

Figure 3: How the Compliance Hierarchy Maps to COSO

LEVELS AND INTERNAL CONTROL STEPS
The levels are pretty straightforward.  But what are the internal control 
steps we need to take?  The answer can be extracted from the seven 
elements of the FSG ECEP requirements.

THE SEVEN ELEMENTS
While, as mentioned above, there are seventeen “shalls” in the FSG 
ECEP section, the Society of Corporate Compliance and Ethics (SCCE) 
has summarized these shalls into the seven elements of an ECEP 
(https://oig.hhs.gov/compliance/provider-compliance-training/files/
Compliance101tips508.pdf). The original seven elements are:

• Implementing written policies, procedures and standards of conduct.

• Designating a compliance officer and compliance committee.

• Conducting effective training and education.

• Developing effective lines of communication.

• Conducting internal monitoring and auditing.

• Enforcing standards through well-publicized disciplinary guidelines.

• Responding promptly to detected offenses and undertaking corrective action.1

However, as an experienced auditor and author, I recognized that the seventeen shalls could be 
summarized in a manner that more resembles internal control categories promoted by COSO.  In 
addition, I recognized that two key internal controls were missing.  Thus, in my book Compliance in One 
Page, I reorganized the seven elements into eight internal control steps (Note: Step 4 combines elements 
3 and 4 from the original seven elements):

1. Identify Requirements/Assess Risk

2. Establish/Modify Compliance Organization

3. Document Standards, Policies, and Procedures

4. Communicate Standards, Policies, and Procedures

5. Implement, Promote, and Enforce

6. Monitor, Audit, and Report

7. Continuously Improve 

8. Embed in Leadership and Culture
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Management: 

“High-level personnel of the organization shall ensure that the organization has an effective 
compliance and ethics program.” 

      - USSG §8B2.1.(b).(2).(B) (emphasis added) 

Performance/Operational: 

“Specific individual(s) within the organization shall be delegated day-to-day operational 
responsibility for the compliance and ethics program.” 

    - USSG §8B2.1.(b).(2).(C) (emphasis added) 

Each of these three levels can be mapped to the IIA’s The Three Lines of Defense Model: 

 

Figure 2: How the Compliance Hierarchy Maps to The Three Lines of Defense Model 

This model further demonstrates that compliance involves all three levels of an organization.   

These three levels also map to the Committee of Sponsoring Organizations of the Treadway 
Commission (COSO) cube: 

 

Figure 3: How the Compliance Hierarchy Maps to COSO 
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The two additions can be found in steps 1 and 8.  In step 1, “Identify Requirements” was added and 
comes from the principles of accountability.  It is next to impossible to be held accountable for anything 
unless the requirements or expectations are clear.  In the case of compliance, the requirements are found 
in the laws and regulations.  Also part of step 1, Assess Risk was added because this is a “shall” that is 
found in the USSG §8B2.1. (c).  

Step 8, Ingrain in Leadership and Culture,” were added because these are both indicated in “shalls” found 
in USSG §8B2.1. (b).(2).(A), §8B2.1.(a).(2), and §8B2.1.(b).

An additional enhancement to the original seven elements is representing steps 1 – 8 as a process.  This 
is due to the fact it is next to impossible to audit requirements that have not been identified first or to 
design policy without first designating who is responsible for that policy.  At TWU, we adopted the 
Compliance in One Page (p. 5) process which looks like this:

Figure 3: The Eight Compliance Program Internal Control Steps as a Process Model

Leadership/Campus Culture is represented by the gray box that surrounds all the other steps.  That is 
because of the critical nature of this internal control step.  Steps 1-7 could be designed and executed 
perfectly, but if leadership or the campus culture does not support compliance, the program will 
eventually fail.

Compliance Internal Control Principle:
• The adoption of the “shalls” from the FSG by governance, management, and ALL major subject-

specific compliance programs helps infuse compliance internal controls into the culture and puts 
everyone on the same page

Compliance Internal Control Objective:
• Verify the “shalls” are used as internal controls from top to bottom
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requirements are found in the laws and regulations.  Also part of step 1, Assess Risk was added 
because this is a “shall” that is found in the USSG §8B2.1. (c).   

Step 8, Ingrain in Leadership and Culture,” were added because these are both indicated in 
“shalls” found in USSG §8B2.1. (b).(2).(A), §8B2.1.(a).(2), and §8B2.1.(b). 

An additional enhancement to the original seven elements is representing steps 1 – 8 as a 
process.  This is due to the fact it is next to impossible to audit requirements that have not been 
identified first or to design policy without first designating who is responsible for that policy.  At 
TWU, we adopted the Compliance in One Page (p. 5) process which looks like this: 

 

Figure 3: The Eight Compliance Program Internal Control Steps as a Process Model 

Leadership/Campus Culture is represented by the gray box that surrounds all the other steps.  
That is because of the critical nature of this internal control step.  Steps 1-7 could be designed 
and executed perfectly, but if leadership or the campus culture does not support compliance, the 
program will eventually fail. 

 

Compliance Internal Control Principle: 

• The adoption of the “shalls” from the FSG by governance, management, and ALL major 
subject-specific compliance programs helps infuse compliance internal controls into the 
culture and puts everyone on the same page 

Compliance Internal Control Objective: 

• Verify the “shalls” are used as internal controls from top to bottom 

 

 

Conclusion	  
Part 1 of this series introduced auditors to auditing for compliance (sideways). It also introduced 
auditors to compliance program controls at all three levels of an organization (up and down). 
Part 2 of this series will explore in more detail how to audit the up and down controls.  The 
resulting information from these audits will give management a more complete picture of what 
is happening in the institution’s compliance control structure from top to bottom. 

In the meantime, feel free to explore the http://www.twu.edu/general-counsel/compliance/ 
website for compliance programs, guides, audit programs, surveys, and other ideas. 
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CONCLUSION
Part 1 of this series introduced auditors to auditing for compliance (sideways). It also introduced auditors 
to compliance program controls at all three levels of an organization (up and down). Part 2 of this series 
will explore in more detail how to audit the up and down controls. The resulting information from these 
audits will give management a more complete picture of what is happening in the institution’s compliance 
control structure from top to bottom.

In the meantime, feel free to explore the http://www.twu.edu/general-counsel/compliance/ website for 
compliance programs, guides, audit programs, surveys, and other ideas.
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As the pressures mount for college affordability, capital campaigns and fundraising 
activities have become more ambitious.  Higher education institutions are investing more 
resources in development efforts and are relying more on the generosity of their donors.  

With the vast array and complexities of donor requirements, the multifaceted nature of gift 
management efforts, and the evolving compliance landscape, the gift acceptance process can be 
complicated and can put the institution at risk for accepting a gift agreement they cannot adhere 
to or honor.

Common Risks an Institution May Face
Some common examples of risks related to accepting, processing, managing, and reporting of a 
gift include:

• Accepting a gift that does not align with the institution’s mission and strategy;

• Distributing restricted funds to a department or division that uses them for an unintended 
purpose;

• Experiencing environmental or institutional changes whereby the original intended purpose 
for a restricted gift is no longer applicable;

• Misreporting fund use to donors; and

• Spending and releasing funds in a way that is not consistent with relevant regulations.

These risks can dissuade 
potential donors from 
making contributions, 
can require substantial 
resources to manage, or 
even lead to costly 
litigation and damages 
that can negatively 
impact future giving 
from existing donors.

Taking Action  
Proactive institutions 
have initiated reviews of 
their operations for all 
parts of the gift 
management lifecycle 
from gift cultivation to 
donor reporting in order 
to identify possible gaps 
and compliance 
considerations. These 
efforts usually involve 
collaboration among a 
number of functions, 
including development, 
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Gift Management Lifecycle
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finance, legal, and operations. Each of these functions, and others depending on the nature of the 
gift, plays an important role in the gift management lifecycle.

Practical Tools and Approaches for Managing Restricted Donor Gifts
Colleges and universities can take a number of steps to help position themselves to meet donor 
intent. We have identified areas for Internal Auditors to consider as they endeavor to support their 
institutions. This work will bring greater visibility to risks and insight into processes and controls 
that institutions should consider when receiving and managing gifts from donors.  

Donors can be students, alumni, faculty, and friends of the university; doing right by them will 
help your institution continue to thrive in an increasing complex and costly operating environment. 
By taking a proactive approach to helping your institution deliver high quality service and 
interactions with its donors, you will create a virtuous cycle that will pay considerable dividends 
to your internal audit shop and the broader institution into the future

A
ud

it
 T

oo
ls

compliance considerations.  These efforts usually involve collaboration among a number of 
functions, including development, finance, legal, and operations.  Each of these functions, and 
others depending on the nature of the gift, plays an important role in the gift management 
lifecycle. 
 
Practical Tools and Approaches for Managing Restricted Donor Gifts 
Colleges and universities can take a number of steps to help position themselves to meet donor 
intent. We have identified areas for Internal Auditors to consider as they endeavor to support 
their institutions. This work will bring greater visibility to risks and insight into processes and 
controls that institutions should consider when receiving and managing gifts from donors.   
Added a few periods and questions to the boxes below – see red text 

 
 

• The types of gifts the institution typically accepts and does not accept 
• Designated reviews to assess whether a gift meets the institutional mission and the institution is 

able to fulfill the donor’s requirements 
• Spending rules are consistent with the Uniform Prudent Management of Institutional Funds Act 

(UPMIFA), if applicable to your state 
• Acknowledgements to donors for different levels and types of gifts (for example, thank you letters, 

annual reports, receipts), keeping in mind the level of effort needed and resources available 

Establish Guidelines to Address Key Areas 

• Designate the appropriate individuals needed to review various types of gift agreements based on 
specific “triggers”.  For example, if a large gift involves academic matters, involve the dean and 
provost early in the review process. 

• Document the order of designated reviewers to streamline review processes 
• Clearly establish roles and responsibilities within development and applicable offices or 

departments. 
• Where possible, automate the approval flows of gifts.  For example, if gifts over $100,000 require 

approval from the university president and legal counsel, the gift processing system can 
automatically send gift information to the president and legal counsel for electronic approval. 

Refine the Approval Process for Gift Agreement Reviews 

• Coordinate with legal counsel to determine an appropriate use for cy pres gifts  (i.e., gifts for which 
the original intended purposes no longer apply) 

• Keep in mind that federal and state support for higher education may influence your institution’s 
need for outside donations.  Donor intent should comply with key regulations applicable to 
institutions receiving federal financial assistance, including Title IV, Title VI, and Title IX of the Civil 
Rights Act of 1964 – race, color, gender, sex, or national origin should not be a stipulation in a gift 
agreement. 

Consider Compliance Risk 

• Periodically (i.e., annually) communicate with donors  to demonstrate how their gift is being used.  
These are often personalized updates to donors to promote continued giving and reaffirm past gifts. 

• Monitor the spending of restricted gifts to ensure compliance with donor intent and periodically (e.g. 
semi-annually) review restricted gifts to assess if unspent gifts could and should be allocated. 

• When reviewing a gift, keep in mind that the institution’s giving policy at the same time the gift was 
received may be different than the current policy. 

Other Tips 

Wilegus, Amy 12/15/16 1:35 PM
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operations for all parts 

of the gift management 

lifecycle.

25 COLLEGE & UNIVERSITY AUDITOR



WHAT YOU NEED.
WE’VE GOT IT.

Now it’s up to YOU to make renewing or adding your professional profile a top priority. Visit the 
ACUA Career Center today and increase your engagement with some of the nation’s top employers!

http://careers.acua.org/

Register Today!

Early Registration Deadline: February 13

26 COLLEGE & UNIVERSITY AUDITOR

http://www.acua.org/CPE_Events/Midyear_Conference.asp
http://careers.acua.org


This article was provided by Steve Stanbury, chair of CHEIA, the Council of Higher 
Education Internal Auditors. This organisation was formed in September 1992 and has 
become the voice of internal audit in the Higher Education sector in the UK. CHEIA 

was established to provide a network for our members – the individuals who deliver internal 
audit services to universities, whether they are staff within in-house teams, consortia or 
external firms, as well as institutional staff who liaise with internal auditors - for the 
promulgation of best practice and for professional development. For 2015/16, members 
included 28 in-house internal audit services in England, Wales, Scotland and Ireland; 13 
consortia and external providers and related bodies such as the four government funding 
councils, Research Councils UK and the Student Loans Company.

CHEIA aims to enhance the effectiveness of internal audit in the Higher Education sector by 
promoting good practice for internal audit providers to meet the needs of Higher Education 
Institutions and the sector's stakeholders and by promoting and developing the role and status 
of internal audit in Higher Education.

I wanted to share some thoughts, in no particular order, on what I think needs to be in place 
to release the value of internal audit within an organisation. I have been the Director of 
Internal Audit at City, University of London for 8 years, prior to that I spent 8 years at 
Deloitte where I trained and qualified and I am also an independent member of an Audit 
Committee of another London University. I have seen and experienced all methods of 
delivering an internal audit service, however the constant is that internal auditors should 
continuously add value to their organizations by providing assurance and recommendations on 
the effectiveness of risk management, controls and governance processes. This is the core role 
and function, but how much of this contribution is recognized as really being a value-add, and 
not just a required organizational functional process? How often does the corporate ‘Chief’ 
-suite and board or equivalent really notice and appreciate internal audit’s contribution?

By doing our job well, quite simply we can add value and we as a profession need to be confident 
in our ability to do this. I work within an organisation where internal audit is valued from the 
University Council (governing body) through to the management team, or so I am told!

Independence
Firstly, I want to stress the importance of independence as supported by professional audit 
standards set by the Chartered Institute of Internal Auditors (CIIA). This is both organisational 
independence and the individual objectivity of internal auditors. Within the organisation, I 
strongly believe that the Director of Internal Audit/Head of Internal Audit should report 
directly to the Chair of the Audit Committee but I acknowledge that there needs to be a 
dotted line to either a University Secretary/ Registrar/Chief Operating Officer type role. 
However, the hiring and firing of the Internal Auditor should be done by Council via the 
Audit Committee – i.e. not by the President or designate. Operationally, I report to the 
College Secretary's Office who is appointed by Council and has dual reporting to the Council 
and President. 

As mentioned earlier, we as internal auditors provide assurance to the board (or equivalent) 
and management, so it’s vital that this assurance is focused on the areas of most risk. A robust 
risk based approach to planning and undertaking our internal audit work provides a sound 
basis for the Head of Internal Audit’s annual statement. This statement helps the Audit and 
Risk Committee to form its opinion on the effectiveness of the Higher Education Institution’s 
(HEI’s) risk management, control and governance arrangements.
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Seat at the top table
At City I have free and open access to the President, our meetings are frequent and engaging and the 
President values the role internal audit can play in supporting City’s implementation of its strategic plan. 
Professor Sir Paul Curran tells me that “the independent and professional risk assurance provided by our 
Internal Audit, is an important component of the assurance framework for a complex and rapidly 
changing organisation”. Internal Audit needs to be visible within their organisation, the function should 
be visible to the top team and have access to them, to share and enable the exchange of advice and risk, 
such as data security and United Kingdom Visa and Immigration (UKVI) compliance. This engagement 
should take place on a one to one basis also, to facilitate the development of trusted relationships between 
internal audit and the executive team.

Audit Committee Support
Likewise, the Audit Committee is a key partner in the effective delivery of internal audit. This support 
should be defined in the internal audit charter, setting out the scope, purpose and authority of internal 
audit. The charter should be reviewed by the Chief Audit Executive on a regular basis and re-presented 
to the Audit Committee for their endorsement. As with the relationship with the executive team, it’s vital 
that the Audit Committee is assured by the work of internal audit. As an independent audit committee 
member myself for another university, I have seen first-hand the importance of the audit committee 
feeling that internal audit is focusing in the right areas and is really getting to the heart of the issues.

Engagement
As internal audit teams operate within a set resource level, but are expected to provide risk based 
audit coverage across the whole organisation, it’s absolutely vital that we make use of those around 
us. For example I have regular meetings with the President, Deputy President, Provosts and the 
Chief Finance Officer (CFO); I also meet with the Chair of the Audit Committee around eight times 
a year, as well as having regular phone calls. During the year, I also meet with the other members 
of the audit committee on a one to one basis at least twice a year. These meetings enable the role 
and approach of internal audit to be explained, upcoming reports to be discussed and to ascertain 
specific risk concerns the audit committee member may have.

Peer Reviews
A key component of development and improvement is the ability to reflect upon current performance 
and to take advice and guidance from your peers. Without internal auditors embracing this concept and 
being supported via their Audit Committees, internal audit functions will miss the opportunity to 
improve performance and therefore value. Within the HE sector, we have a sector interest group for 
internal auditors, the Council of Higher Education Internal Auditors (CHEIA) which facilitates an annual 
peer review exercise. CHEIA have developed a quality assurance tool, called the ‘Spider’ which is mapped 
to the IIA standards and Public Sector Internal Audit Standards, the tool is used as a self-assessment 
exercise, peer reviewed assessment or an evidence based self-assessment. Audit Committees should 
encourage their internal auditors to participate in either the CHEIA quality assessment or to engage with 
either external firms or consultants.

CHEIA Network
It’s vital to be part of a network of peers within the sector you operate in. Within the Higher Education 
sector, CHEIA has been in existence for almost 25 years and is invaluable in allowing Heads of Internal 
Audit and internal auditors to discuss and share work programmes, terms of reference and any issues that 
have a cross sector impact.  In my experience, truly independent auditors can of course become quite 
lonely so my belief is that Internal Audit can be enhanced by active engagement within the HE internal 
audit community of whichever sector you work in. If you don’t have a sector network, I strongly urge you 
to create one.

In summary, there is much value in internal audit, if delivered and supported appropriately. Our role is 
delivering ‘an independent, objective assurance and consulting activity,’ as defined by the CIIA standards. 
By releasing the value in the ways described above, I believe that it can only enhance the systematic and 
disciplined approach to evaluating and improving the effectiveness of risk management, control, and 
governance processes; as always I’m happy to discuss!!
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This article is being republished with permission. The link to the original article is:  
http://kbaudit.com/the-anatomy-of-an-audit/

Planning, planning, planning! Never forget how important planning is in making 
sure that an audit runs smoothly. This includes what is being audited; notifying the auditee 
(person being audited); collecting and analysing the data being audited; identifying key risks 
and scoping the audit. There are audits that must be performed so, when planning for the year, 
these audits are factored in. Then every year, when planning assignments, input is received 
from management, as to the risk areas in the business, and audits based on high risk areas are 
planned for that year. The scope of the audit normally covers the previous six to twelve months 
and must include current transactions to indicate what is happening now. Audits by their 
nature are past orientated but must also be present and future focused.

It is vital to inform management or the auditee of the upcoming audit and to request reports 
and samples before commencing the audit. Also to ensure that the relevant personnel are 
available to be interviewed. Data analytics and CAATS (Computer Aided Audit Techniques) 
should be performed prior to fieldwork to highlight exceptions and errors in transactions. It 
is not the primary purpose of Internal Audit to root out fraud but this must always be on the 
radar. If a risk is identified during the audit (particularly a fraud risk) then the scope can be 
amended to concentrate on this area. There has to be some flexibility in planning and 
conducting the audit to allow for “drill down” into these areas.

When planning – a task plan needs to be set with all tests to be performed, the person 
responsible, budgeted hours and the target completion for each task. Tasks and tests can be 
allocated points to monitor the productivity of the auditors on a daily and weekly basis. It is 
important to set targets to give something to work towards. Every auditor from intern, clerk 
and junior upwards is an “executive” and has to act in this capacity and think in a strategic 
way. It is important that the entire team is involved in planning. This “grows” juniors and 
gives them the big picture. All juniors and clerks are executive material and should be treated 
this way. They should take responsibility for their work and be able to THINK. It is vital that 
an auditor is able to think and not just “tick and bash”. You have to know the “why” of the 
controls tested, “what” the risks being mitigated are, “how” the processes work and “who” is 
responsible.

When going into the area to be audited it is important to understand the business landscape. 
Sometimes there are past audit files but, no matter, it is vital to flow-chart the current 
processes and activities in the area. This we call a process narrative whereby all process and 
activities, as well as the controls surrounding them are documented. In conjunction with the 
process narrative, a risk assessment is performed. At this stage it is easy to pick up gaps in 
controls, where a risk has been identified but there is no control associated with this risk. 
These should be immediately brought to management attention.

Once all risks and the business landscape have been documented, the programme of tests to be 
performed is prepared. This should be focused on risk areas, as well as covering related 
compliance issues. Where time is a factor and some areas are not covered (or these were previously 
covered and are not high risk) then a limitation of scope is communicated to management. Up 
until this stage we have been planning the audit. The planning should not be confused or 
meshed in with the fieldwork itself. The failure to differentiate between planning and fieldwork 
is one of the key reasons why audits fail, over-runs occur and confusions result. Planning is a 
distinct cycle of action, separate from fieldwork. The audit must be structured is such a way that 
the entire audit team and the auditee is aware of this distinction. 

The Anatomy of an Audit – Part 1
By Kingsley Bye, KBAudit .com

ABOUT THE AUTHOR
Kingsley Bye has been in the 
internal auditing space for over 25 
years and has a diverse career 
crossing all sectors of industry in the 
private and public sector, both in 
South Africa and the United 
Kingdom. Kingsley is also a 
published writer and enjoys 
incorporating a holistic approach to 
his work and personal life.

29 COLLEGE & UNIVERSITY AUDITOR



Now fieldwork can start. The audit team is delegated specific tests to 
perform and the fieldwork commences. The work should be performed 
in sequence as per the audit programme. This prevents stops and 
blockages in performing the audit. Unfortunately in reality there is 
often kick-back from the employees being audited. These must be 
cleared up without delay. This is why planning is so important to 
ensure that all documents, reports, information and employees are 
available during the audit. If the auditee still does not cooperate then 
the auditor must immediately go to their superior to resolve. Most 
delays come from waiting for the client or auditee and these delays 
must be nipped in the bud (immediately stopped from growing 
longer). If these delays are not stopped the auditor will start several 
cycles or tests without completing them. This creates a mass of 
incomplete cycles and makes the work go much slower.

The supervisor and manager need to monitor and review work on a daily basis and auditors must be given 
targets and deadlines in which to complete tests. The target includes deadline dates and hours taken on 
each task.

PLAN, TARGET, DELEGATE, DO, MONITOR AND REVIEW.
So we come to the end of the first installment on the anatomy of an audit. We will continue with 
wrapping up the audit, handling queries, reporting and finalisation in the next article.
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Planning, planning, 

planning! Never forget 

how important planning 

is in making sure that an 

audit runs smoothly. 

30 COLLEGE & UNIVERSITY AUDITOR



http://www.acua.org/CPE_Events/Annual_Conference.asp

